Guidance on Recommended Model Contractual Clauses for Cross-border Transfer of Personal Data
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PART 1: INTRODUCTION PART 1: [EL®IZ

Given the increasing digitalisation in the handling of EE BEAT—2OBRYELNDTSAILIEB LU X
personal data and globalisation of business EEFOS O—/NLEDTERT Bt FEODZ (42
operations in recent years, local enterprises, BN (& 1[E|A7‘-“—’5!0)§;‘%71:/\0)ﬁt%$§$£€

especially the small and medium-sized ones, may gk e = - = e\
experience practical difficulties in crafting appropriate BT —SHL(EE) MEAT 2TV %

contractual terms for effecting cross-border transfers 1l 1(Personal Data (Privacy) Ord|r1ance(Cap.

of personal data while ensuring that the data 486) )(PDPO) (Il 1) LRZEDREE 5 X DDEFT
concerned be given equivalent protection to the T56H. TD=H DB HERNKIBEERTHICH
degree provided under the Personal Data (Privacy) -V ERMGREIFRLTLANELAALY,
Ordinance (Cap. 486) (PDPO).
Meanwhile, with the proliferation and advancement of | — 5 pwH/F—4 4HSHRaLE1—F(5 . T—4
information and communication technology including S EDBRBEERFTOEREES T BT

the big data, cloud computing and data analytics, the | - cma b St
challenges and complexities involved in cross-border FHERICEDHRE LEMMENERL TS,

data transfers are set to mount.

The Office of the Privacy Commissioner for Personal | (B BAT —53R#E33v> a3 —FHR (the

Data has prepared two sets of Recommended Model | Office of the Privacy Commissioner for Personal
Contractual Clauses (RMCs) to cater for two different | Data) (TSR 1) &, BET—2BERICH1TH 200
scenarios in cross-border data transfers, namely (i) ELaHKR. $hbhn, ()7 —2FIA%E (data user) H
from one data user to another data user; and (i) from | >#thDT—2FIBAE~DIER., L. ()T —2FH
a data user to a data processor. EHHDHT—HIEHE (data processor) ~DFEERIZ DY
. T. 2 EADMRET LK E (Recommended
The RMCs set out the general terms and conditions Model Contractual Clauses) (RMC) ZFERiL7-=.

which are applicable to the transfer of personal data — - s s &
from a Hong Kong entity to another entity outside W RMC (3, AT —SOBIEHERO L HZH, Kbl

Hong Kong; or between two entities both of which are DBERE (RBIORIHE AT T —SERERA (TREE
outside Hong Kong when the transfer is controlled by JEEIJJ)%::‘%‘H;:)EE?LOO%E%%Q&E?TO.:&ﬁﬁ%
a Hong Kong data user, with a view to facilitating the | &6 &5, (\BFEDEENSFTEN DD EEAD
parties to cross-border transfers of personal data to Bin, £-1L. (i) FEOT—AFRAELIVFO—)L

take into account the relevant requirements of the LTI ONDEEBNCEBOBEANT—4%8E: 2(2E A
PDPO, including the Data Protection Principles TNBZ—EEEEHRTELTLNS,

(DPPs) under Schedule 1 thereof.

The RMCs are prepared as free-standing clauses, RMC It 2 EERTI L RIEEL TR TS
which may be incorporated into more general M. ) - — - — -
. T—RDELTT(transferor) & T —2 D FBER

commercial agreements between data transferors
and data trangferees. (transferee) RIMER 5| 22K A A A TEHLLY,

' ¥ —%{25[F Al |(data protection principle)(&. £HIAXDIRE L. HIZIE. LTFDESIZBIASN, ThEETFTIENRBEMFOATING, 4.
Data protection principles: A data user shall not do an act, or engage in a practice, that contravenes a data protection principle unless the act or
practice, as the case may be, is required or permitted under this Ordinance.” ' 4 & T—42RERA|: T—2FAE T T—2RERAICRT 51T
BETOTIEESEL BL. BEZRTADNREFH LERSNFELIROSNTODIEEZER 1 BRI 1556 EFTHYUTIZDOLTEDH TS, 1:
IRE B B9 5ik/2: IEFEM - RTFHARY/3: FIF/4 . X2 ) T4/5:8FK/6: 7O R
2 HlEL T, BEICHHEARADSH AL DFSUDNZTOREEOBEAT —2EFENHINBEED IS VR Y —N—ITRGFLI- L H2Z%E
AT—3&EY—N\ETEKIZHIBRSHIERELF LTIV LR T A EEENEZILND,
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This Guidance provides detailed elaborations as to
the substantive effect of the RMCs, and how
adherence to the same ensures that adequate
protection be given to the personal data as provided
under the PDPO as if the data concerned were not
transferred outside Hong Kong.

Notwithstanding that section 33 of the PDPO, which
imposes restrictions on cross-border transfers of data,
is not yet in operation, this Guidance recommends to
data users, especially the small and medium-sized
enterprises, the best practices to be adopted as part
of their data governance responsibility to protect and
respect the personal data privacy of data subjects.

This Guidance supplements the Guidance on
Personal Data Protection in Cross-border Data
Transfer, including the Recommended Model Clauses
in the Schedule annexed thereto, issued by this Office
in December 2014.

The legal requirements

Data Protection Principle 3 of the PDPO, which is
directed against the misuse of personal data,
specifies that personal data shall not, without the data
subject’s prescribed consent, be used for a new
purpose.

“New purpose” means in essence any purpose other
than the one for which the personal data was
originally collected or a directly related purpose.

“Prescribed consent” means consent that is expressly
and voluntarily given and has not been withdrawn by
the data subject in writing, while “use” includes both
disclosure and transfer of data.

Thus, transfer of personal data to a place outside
Hong Kong would require the data subject’s
prescribed consent under DPP3 if it is for a new
purpose, unless such transfer falls within the
exemptions under Part 8 of the PDPO.

Further, outsourcing and entrusting personal data
processing work by data users to their agents has
become ubiquitous.

If a data user engages a data processor to process
personal data outside Hong Kong on behalf of the
data user, the data user must adopt contractual or
other means to, among other things, (i) prevent any
personal data transferred to the data processor from
being kept longer than is necessary for processing of
the data (under DPP2(3)), and (ii) prevent
unauthorised or accidental access, processing,
erasure, loss or use of the data transferred to the data
processor for processing (under DPP4(2)).

AAAF VAT, )RMC DEE, XU, (ifBAT
— A% HIETR IR T AIEAIZHE LT, RMC &ESFIT&Y.,
EDEKSIZLT, Y7490, FEIZH S5 E LR
[ZEBI ED+RIREEZTONBEIELELEDLDHIC
DWTEHLLERBAT S,

BAT—20OBIEBEEHRY HEHIE 33 £ 3FF
TSN TWVEWS, KHAZ VXTI T—52FI A
FH W CHNER) ICHL, T—E2EERDBEAT—AIC
BAETIAN—ERE-BEETH-HODT—EA1\F
DABRED—RELTRAT RERRNTSUT1R%E
HET D,

AAAFVRIE, BFBH 2014 F 12 BIZHITLI-
BT —ARBERICBITAEAT—2REICRET 554
43> X J(Guidance on Personal Data Protection in
Cross-border Data Transfer) (Z DRI #EEETIL
FIEIZED)ZRHEERICITIHRETITSEDTH S,

EEH

EHDT—2RERBNE MBEAT—2OF AL, &
AT—EDAREFREHIETH-ODRAITHY . T
—AE KD E D FEE (prescribed consent)E & A
T—A% =% B #(new purpose)lZFIAL TIEAHDAE
WEEDH TS,

TE-HBMIEF. BT DI BAAT -2 LHUE
SNT-BHIURERFEIEENLANIIZT —2EKITE
MEARERAE 1Q)FIETHICEEBEET HEH
LS D EHIEEKRT B,

FrEDREEIEIE. T—2E AR E@EICK VAT
DHENIZEZNDEEILTLVELRIEZEBL. [F]
RICIET—2ORREBEOMANEEND,
H-T EAT—2EFTELUNOMIEICEERT 515
B. TN FELEHDOE=ODBETHNIL., FHOD
Part [ I TORAF|ZEHABINEHIZEZE LA
LVRY  RERAIE 3 ICEDET—A2EHDORMENRE
BEE/ETNIEESEL,

Flz. TARRABICKSBEAT AL EONEBEREE
BIUORITEEANDEFRIL. BEHLEIATRONE LS
[Z%oTf=,

T—RMAENT —FNBEIZFEENTOBEAT—42
WIBERETDIHEE. TAFAEIL. I, ()85
BAT—EINT—2NEE (L >TT—HLNEBIIHE
HHBEBA TRESNSZEEZMIEL RERBIE
2(3)) . Ff=. (i) T—ANEHICLLNEDT-HBER
SNF=T—EDEER TERIEBR-TT7 IR, NE,
HEMRELIEFASINGOKS, 2O/ ELE
ZOMDFEEZFELBETNILESHEO(RERAIE
4(2)),

S ZBIE BETRH.BAAT—IDFENADBELEUTOHEEERELILLTNDS, BEEMENTELRAZDBEAT —IRENITHONATNEERE
SN THAISE/LHBEIC OV TT AT ROEAREAHDEHE/T A ABIBEECEAICRTHMAZISNEVLSLELEEE
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For example, if a data user passes the personal data
of its customers to a contractor situated outside Hong
Kong to make direct marketing phone calls, the data
user must still abide by the requirements under Part
6A of the PDPO in using personal data in direct
marketing.

The data user remains liable for the act done by its
agent with its authority under section 65 of the PDPO.

To ensure compliance with the requirements imposed
by the PDPO notwithstanding the transfer of data
outside Hong Kong, therefore, it is advisable for data
users to incorporate the RMCs into cross-border data
transfers.

The adoption of the RMCs will also serve to illustrate
that the data user has taken all reasonable
precautions and exercised all due diligence to ensure
that the data will not, in the jurisdiction of the
transferee, be collected, held, processed, or used in
any manner which, if that took place in Hong Kong,
would be a contravention of a requirement under the
PDPO (cf. the Due Diligence Requirement under
section 33(2)(f) of the PDPO).

All these factors will be taken into account when there
is any suspected or alleged breach of the PDPO,
including the DPPs.

PART 2: THE USE OF RECOMMENDED
MODEL CONTRACTUAL CLAUSES

Introduction

The RMCs set out in the Schedule to this Guidance
serve as recommended contractual clauses which
may be used by data users, especially small and
medium-sized enterprises, as a practical means to
ensure an adequate level of protection be provided in
respect of cross-border transfers of personal data.

There are two sets of RMCs:

A) The first set of RMCs applies to transfers of
personal data from one data user to another data
user, in which the transferor and the transferee
will both use the personal data for their separate
business purposes (for example, as part of a
data sharing collaboration for their respective
business activities) (Data User to Data User
RMCs).

B) The second set of RMCs applies to transfers of
personal data from a data user to a data
processor, in which the transferee will only
process the personal data for purposes
designated by the transferor (for example, when
a Hong Kong business enters into arrangements
for an offshore cloud service) (Data User to Data
Processor RMCs).

BIZIEL, T—2RABLNEENCHEIRNEEIZTA
LIONR— T4 DEFEEZRITIES-HOIZERED
BAT—2%RETIEE. BT —IFAEFE.F
ALIRI— T4 T DF=-ODEANT—2FBIZEET
5% Part 6A IZEDHBERH[T —2EARDREEIRE
FEETLETNIEESEEN,

T—RFAE. £HIE 65 F[ERE -AADEE]C
EOF  ZOREBANZDER TITo1T74ICHLE
Fx&S5,

W-T. FBNADT—AIBEDEE. EHLOEH
B9 A0, TR RE . BET 2RI
RMC Z##& AL CENHEREIND,

RMC ORAIE. T—2FRAEN . BEEDFHRET S
FEEICBWT RICEETIT OGS TSR
BRI BHIELLRDHAETT —4MNRE. REF. LEF
EEFMASNDZIENGENES 2 TOEENLE TG
BZEL. N D ETDT1—TAIVDIVREELT-
CEERYLITHRD (EHIDEIIBEQR) NDT
—TAVDIV RABRH[REIZE T HF BN BEO RN
D—2,

ANSEIEE, RERAZECEHERDEENES:
[FEZDRITHSH oI5 ERICEEINSD,

PART 2: #RETILEHEEDF A

[XC®HIc

KAAZZADRIFED RMC (&, BEAT—2DHIEHE
BICEAL CGEYKEDRENEZONDEIITT S
O DEBFHGFERELT, T—2FIAE HFIzH/)
EE)AFIRTHENTEDHRZNFIRELTORK
BER=7,

RMC 21X 2 1% 5.

A) %10 RMC IFT—2FAEM D T—2F
RAEANDEAT —20OBEISERSNS, D5
B BETEBEREOEAN. BIZEL. ETLE
NOFEXTFHOLODOT—EHAO—RELD)
BAT—2ZR2DEEBNTHAT S,
(T—5FAEN TSR AE~DBEHA
RMC),

B) %2 ®RMC [ET—42FIAENST—2LEE
~ANDEANT—20OBEISERSND, CDIHE.
BEE I BTN EELZEHNDEOIZOHE
AT—RE0ET 5 (FIZIE, FEOLEENEN
DYZ IR —ERDFRARKERHET HIHE) .
(T—3FREIOT—RNEE~OBIEA
RMC),
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How to use the RMCs

The RMCs are not intended to constitute the entirety
of the agreement between the transferring and the
receiving parties.

It is likely that commercial considerations will need to
be addressed as part of the contractual arrangements
between the parties, before they proceed with the
transfer of personal data.

In addition, it will often be appropriate for a data user
to seek additional and, more specifically, assurances
from transferees in relation to how they will handle the
personal data being transferred.

Some of these additional assurances are addressed
in the sub-section “Additional contractual measures”
below.

The RMCs are intended to be general terms and
conditions applicable to (i) cross-border transfers of
personal data from a Hong Kong entity to another
entity outside Hong Kong or (ii) between two entities
both of which are outside Hong Kong when the
transfer is controlled by a Hong Kong data user, so
that relevant requirements, in particular the DPPs
under Schedule 1, of the PDPO are taken into
consideration.

The RMCs serve to provide a practical basis for
facilitating transfers of personal data from Hong Kong,
enabling organisations to come to a clear agreement
on what personal data is being transferred; the
purposes for which it will be transferred; and the
specific allocation of responsibilities between them for
transferring personal data in line with the
requirements of the PDPO in areas such as data
security, managing data access and correction rights,
and the scope for the transferee to make onward
transfers to other jurisdictions or to other recipients.

The RMCs may be adapted by organisations,
especially small and medium-sized enterprises, in
developing their own form of data transfer
agreements or be incorporated into a wider service
agreement.

Organisations are free to use alternative wording
which in substance is consistent with the
requirements of the PDPO.

The RMCs are prepared as free-standing clauses
which may be incorporated into more general
commercial agreements between transferors and
transferees, provided that the substantive effect of the
RMCs (and thus the protection afforded to the
personal data under the PDPO as if they were not
transferred outside Hong Kong) continues to be met.
The RMCs herein shall not be taken as satisfying the
requirements of the General Data Protection
Regulation of the European Union and/or be
considered as an alternative to the Standard
Contractual Clauses promulgated by the European
Commission.

RMC O F AR E

RMC (I, BETEBBEMDETDEEZED DD
D TIF7ELY,

Z{DEHE . MET, BAT—2BEAIZ, MEROD
B DEEHICOVTERLETNITESENTHS,

BRI, TR AEL. BErETxL. BEIShHEA
TR BEEAT—21)DORYIFELIZELEMD X
YERMGRIIZERO=-ANKNGELEHDTHAS,
NSO EMARIED L DM(E, #BEEMHBENEZHE
I8 | TIRTRSN TS,

RMC (&, ()©EHED T EINSFENDMDEEADTE
in, £, (i) FEOT—AFAEN I FO—ILL
TITHhh2EFENCEBOBAT —2BERISERS
NE—REIETHY . RMC [CLYEFIDOEERTE (4
([ZEBIRIHE 1 DRERR) AEFTEDEIITHLT
L3,

RMC (&, EENSDEANT—2BEERET 510
DEHEMGR—RERETILOT. BEOLES
M BEEAT—2. BEEN., LU, T—2EF2
T4, T—2DT I RE - FTEEANDRIGHE LU
AN EE OhDE(CREET HEEENDEEIC
BT KB K--EHEEBROEEHBIZ DT, B
HICEETESLIICTH=HDENDTHS,

RMC (&, £ (BFICH/INEZE) A EDT—2BERH
T ARICEALELFINZRIYKREGY—ER
ZHD—EELTHRARALENTES,

TEE. EHIEREMIEE T HMMDORIBIZEDE
EEHEATHIELEHATH S,

RMC [FZENBFMIL-FEELTEREN TS
A RMC DERBEHMAR (HET 0. FEICH DS
BIZR T HEH| L DRE) B RSN DRY ., BinT
ERERFE DD —MRAIGTERS I M ARAL TEM
TE%,

RMC (&, BERIN:EE D —#T—2{REHRAI(GDPR) L
DERZEE=TLD, F=E BRNEERHIER -2
RLUEBEZHNRRITKDDLD TG,
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Data users should ensure that an adequate level of
protection be provided when transferring personal
data to other jurisdictions outside Hong Kong.

(A) Data User to Data User RMCs

In the context of cross-border transfers of personal
data involving one data user in Hong Kong to another
data user outside Hong Kong, data users are advised
to take all reasonable precautions and exercise all
due diligence to ensure that the personal data being
transferred outside Hong Kong would not, in the
destination jurisdictions, be used, held or processed
in a manner which, if that took place in Hong Kong,
would be a contravention of the PDPO.

The Data User to Data User RMCs have been drafted
to reflect the recommended best practices that the
transferee (being a data user outside Hong Kong)
should adhere to, having regard to the relevant
requirements that the transferor (as a data user in
Hong Kong) ought to comply with under the PDPO,
as incorporated in the following contractual
requirements:

1. only use the personal data for the purposes of
transfer agreed with the transferor (or directly
related purposes) and for which the personal
data was collected in the first place by the
transferor, unless the PDPO permits any wider
scope of use (clause 4.1);

2. ensure that the personal data be adequate but
not excessive in relation to the purposes of
transfer as agreed with the transferor (or directly
related purposes) (clause 4.2);

3. apply agreed security measures to the use of the
personal data, as set out in the Data Transfer
Schedule annexed to the Data User to Data User
RMCs (clause 4.3);

4. retain the personal data only for a period which is
necessary for the fulfilment of the purposes of
transfer or for the duration of any specific
retention period as agreed (clause 4.4);

5. take all practicable steps to erase the personal
data transferred, once the retention period or the
need to retain the personal data has lapsed
(clause 4.5);

6. take all practicable steps to ensure that the
personal data be accurate, having regard to the
purposes of transfer agreed with the transferor
(or directly related purposes) (clause 4.6);

TARAER BAAT—2EFTENDEERIHIET
BIBE . EUGKEDRENEZONSIIILET
LIERAYA AN

(A) T—2RIREN T —SFAE~DBIER
RMC

FEEOT—EFAENCETBNOT—HFAE~D
BAT—2DHBIBEBERICEL TIE, BERTOT —5F
A& BEEAT 42 RIZFETITOAEE
[CIXEBIERT HIELELDHFETIE, RE AL
BELEFFASNSGENGNELS, ETOEENLT
PHEEZEL. D ETDTaA—TAIDIVRER
Y HEMNHERINSD,

T—ARAENST —FFIRE~DZERAD RMC
(X, BEET (FEOT—4FAE) NEH LEFI A
SEEREERFEA. Bk (FENOT—2FRAE)
MEFIREHEREANRNTSITIRERBT B LI
ERENTEY . BT SVT1RE UTOEZHFIEA
[CREBREN TS,

1. BEER. &H L KVLEWEEOFAAEDHL
NTUWEWRY ., Bt EL-BEBE M (T
FCHICE#BEYT HRH) THO>THRAIHER
TANMBEAT—2ZIREL-BHIDT=OHIZDHE
AT—3EFATHLDETH(4.1),

2. BEEL.BETEAELEBEAN (T
NICEEBEEY B /) EOBRICENTHXE
AT—ENEUTHYDN DBREIGLD EGESLLN
FITTHEDETH(4.2),

3. BEEIE. TAFAEIST—RIAEBE~DHE
i RMC ISRt SN TWAI T—2BEENE
(Data Transfer Schedule)IZEE&E SN TLNSED
ARV, BEZRBEAT—2OFAICELEESN
=¥ )T HEZHELLSLDET H(4.3),

4. BEEEF EAT5E. BERENOERICLE
TR FEEEEESNREDREFHREICRY
NEREFTHLDET SH(4.4),

5. BELEL.EAAT-2OREFEHEISEBELE T
TDREFEOBEUNGKGS-15E . BERAAT
—BEHETA-DICETOERITAIRELGIHEELE
L5EtDETH(4.5),

6. BEEL.BETLABELEBEAMN(FLRI
NICEEBEY SR EERLI- LT BAT
—SDIEHEMZERT -OICEH LIRS
THOHEZHELDLDLETSH(4.6),
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7. take all practicable steps to ensure that any 7. BEXIE. FEREGEAT—4%. ()ZNHETE

inaccurate personal data (i) should not be used SNBORYFIASNARNES, F-1E. (i)EES
unless it is rectified or (ii) should be erased N3ES. EXRFAIERL TORBEELILDE
(clause 4.7); +2(4.7).

8. take all practicable steps to ensure that data 8. *ﬁr‘ﬁ‘i‘?__?I?Fb\*ﬁﬂi?@éT_gﬂg
subjects should be able to access its policies and ?&L\ﬁﬁﬁoctlﬁ%d)ﬁﬁﬁé‘ﬁfﬂ%fhtb\f%éoto~
practices in relation to the personal data (clause EBLARELGETOREZHELDLDET S
4.8); (4.8),

9. not make any onward transfer of personal datato | 9. #BErE(IX. [T—ABERNEIZSLVTHHUESE
any third party except as agreed by the parties in MEELTWAEASE-IIBETARELE-ES
the Data Transfer Schedule or with the thE EAT—4EE=E (BB (onward
transferor's consent (clause 4.9); transfer) LA SDET S (4.9)

10. ensure that onward transfers of personal data 10. BEEIL, BAT—SIOBHBEIONT, 7—F

meet the requirements of the Data User to Data *'15%75"97_9*']5%’\0)@%% RMC &1z
User RMCs or Data User to Data Processor FT—2FRAEIT—INEE~DBEA
RMCs, as applicable (clause 4.10); RMC LOERHBEMNETFEINDKLIICTEHELEDET S
(4.10),
11. not make any onward transfer of personal datato | 11, ##zs(d. EZIh-BEEKRE BAT—4%
any other jurisdictions except as agreed (clause hOEE - B ELAENEDET S (4.11)4,
4.11);

12. BEEF. TE2EERDT I LREEIVETIEE

12. comply with its obligations as a data user in I“ELT—AFAE L COEEEBTT 55D

respect of the access and correction rights of the

data subject (clause 5); and £F5(5),

13. comply with its obligations to cease direct 13. BEREIX. FH LA ALINR—T T4 T HERD
marketing using the personal data upon receipt LN TWSIGEZRE. B oTDEE@IC
of a written notice from the transferor to that TRHFEZ (-2 EICITLZBEAT—2EH -
effect, unless the PDPO permits such direct BALINT— T4 % mItd 230DET 5
marketing (clause 6). 6).

. —_— =342 — ~ =[—

The transferor also acknowledges its obligation to ii;iﬁr\x(i: iﬁr‘é’;:‘m'“ﬁ?—cﬁé@é‘k?'“j_
ensure that the transfer be made in accordance with 6*27%(3)Eﬁ7~¢%fvn\ﬁ&:f§$ﬁﬁﬁ ﬁfxﬁﬁj?ﬁ
the PDPO (clause 3), reflecting the transferor's MEF LDOEHFEBTTEEHRERBLETNIERS

obligations to comply with each of the DPPs and A A
other requirements under the PDPO.

4 Clause 4.11 proposes two alternative approaches with respect to onward transfers of personal data by the transferee to a third party:

(a) the transferee must obtain the transferor's prior consent to each onward transfer, in which case the transferor must evaluate the
transferee's request to make an onward transfer and determine whether or not the personal data transferred will be given equivalent
protection as provided under the PDPO; or

(b) the transferee must notify the transferor of the transfer and undertake to the transferor that it will make the onward transfer under one of the
specified conditions.

RMC(FIAERBER).11 (L. BEECLIBEAT 2OE=ZF~OBEICEL. 2 DORBHEELZRELTLS,

(a) MBEREE. BREICOVWTBETDBIREEZERITNELRSHEN, COGE. BETIEBEANSOERETHEL. BEEAT—4NEH LS
ZAoNDDEEFEDRENEZSNENENEHIBLAFNIEESL,

(b) FEfIF. BEREIL BETITHL ., BETICEBEGEEZBHMLADEDONEHOVT NN > THET S EHHEHLETAIEESEL,
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(B) Data User to Data Processor RMCs (B) T2 AENCT—FNEBEADBEH

RMC

;I'he I?ata ’Usebrllto tI?ata Processcjor RMgstreﬂect thed F—ARAENST—LNEEADIEER RMC (£,
ransferor’s obligations imposed on a data user under | —__gmm= A pigancBIL . £46].L F—AFIFEE(C

the PDPO in respect of its transfers to a data
processor.
In particular, the transferor (as a data user) is obliged

AREONIRBETOEHERBRLIZLDTH S,

to adhere to the requirements under the PDPO in 2, BT (TR AE) (X, T—2NIBEEHEHI
ensuring the data processor’s compliance with the LTOEHREETFTTEHED. FHEFTEBLTAL. BER

requirements of the PDPO and, specifically, the I, TN EBEETHLIBEGRANUTOEHREE
transferee as a data processor should: SESIZLEITFNIFELESELY,

1. only process personal data for the purposes (or 1.

directly related purposes) designated by the
transferor and for which the personal data was
collected in the first place by the transferor
(clause 3.1);

2. ensure that the personal data be adequate but 2.

not excessive in relation to the purposes of
transfer (or directly related purposes) designated
by the transferor (clause 3.2);

3. apply agreed security measures to the 3.

processing of the personal data, as set out in the
Data Transfer Schedule annexed to the Data
User to Data Processor RMCs (clause 3.3);

4. retain the personal data only for a period which is | 4.

necessary for the fulfilment of the purposes of
transfer (or directly related purposes) designated
by the transferor or for the duration of any
specific retention period as agreed (clause 3.4);

5. take all practicable steps to erase the personal
data transferred, once the retention period or the
need to retain the personal data has lapsed (or
as otherwise instructed by the transferor) (clause
3.5);

6. take all practicable steps to ensure that the 6.

personal data be accurate, having regard to the
purposes of transfer (or directly related purposes)
designated by the transferor (clause 3.6);

7. take all practicable steps to ensure that any
inaccurate personal data (i) should not be
processed unless it is rectified or (ii) should be
erased (clause 3.7);

8. not make any onward transfer of personal data to | 8.

any third party except as agreed by the parties in
the Data Transfer Schedule or with the
transferor's consent (clause 3.8);
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9. ensure that onward transfers of personal data
meet the requirements of the Data User to Data
Processor RMCs (Clause 3.9); and

10. not make any onward transfer of personal data to
any other jurisdictions except with the transferor's
prior written consent (clause 3.10).

Data Transfer Schedule

Both RMCs incorporate a Data Transfer Schedule
which is intended to set out the transferor's and
transferee's agreements in respect of specific
operational and technical aspects of the data transfer,
in particular:

1. the categories of personal data being transferred
by the transferor to the transferee (Personal
Data Transferred);

2. the purposes for which the personal data is
transferred (Purposes of Transfer);

3. any specific agreement on the destinations to
which the personal data will be transferred
(Permitted Jurisdictions);

4. any specific maximum retention period applicable
to the transfer (Retention Period);

5. any specific agreement in respect of onward
transfers of personal data which the transferee
may make (“Onward Transfer” in respect of data
user to data user transfers and “Sub-
processing” in respect of data user to data
processor transfers);

6. the security measures which the transferee is
required to apply to its use/processing and
storage of the personal data (Security
Measures), such as specific encryption
standards in respect of the transfer and storage
of the personal data or specific techniques for
erasing the personal data from storage once the
processing arrangements are completed; and

7. inthe case of data user to data user transfers,
the parties' arrangements for handling data
subjects’ access and correction requests.

Additional contractual measures

In addition to the incorporation of the RMCs, the
transferor may also wish to consider whether it is
necessary or advisable to incorporate additional
contractual assurances, rights and obligations in
relation to the use or processing of the personal data
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by the transferee in the context of the specific cross-
border data transfer.

This is particularly so where the subject matter of the

contract consists of more complex contractual

obligations that last for a comparatively long period of

time.
Very often, multi-national companies will adopt a
more complex set of additional contractual clauses,

as compared to small and medium-sized enterprises.
Readers may refer to the set of Recommended Model

Clauses set out in the Guidance on Personal Data
Protection in Cross-border Data Transfer issued in
December 2014 for incorporation of additional
contractual assurances as appropriate.

Some examples of such additional assurances
include:

a) Reporting, Audit and Inspection Rights: It is
advisable for the transferors to receive regular
reports and information from the transferees in
respect of their handling of the personal data.

For example, in the context of transfers from data

users to data processors, a data user may wish

to receive regular reports on the results of a data

processor's data security tests and reviews.
The data user may also consider it necessary to
retain its rights to inspect the data processor's
data processing facilities or carry out security

audits in relation to the data processor's systems

and equipment.

b) Notification of Breach: To safeguard data
users’ interests, it is advisable for data users to
receive reasonably prompt notifications of data
security breaches committed by their data
processors in relation to the data transferred to
the data processors.

Breach notifications enable a data user to take
appropriate measure(s) to contain the damage
and determine the cause of the breach, prevent
further harm to the affected data subjects, and
report the incident to the Commissioner as
appropriate.

The data user may, for instance, wish to

contractually require the data processor to notify

the data user as soon as reasonably practicable
after it becomes aware of a personal data
breach, and provide the data user with relevant

details of the breach, such as what personal data

was affected and how the breach occurred.

c¢) Compliance Support and Co-operation: It is
advisable for data users to require the

transferees to co-operate with them in respect of

regulatory compliance investigations and
reviews, and in respect of matters such as data
subjects' data access and correction requests.
For example, a data user may wish to include a
contractual obligation on a data processor to
forward data access requests received by it for
handling by the data user.
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In the context of data user to data user transfers,
there may be a wider range of practical
considerations to be incorporated into the legal terms
and conditions, such as arrangements in respect of
sharing personal data for direct marketing purposes
(bearing in mind the stringent controls on such
sharing under Part 6A of the PDPO).

As each data user as the transferor will remain
responsible for complying with the obligations under
the PDPQ, it is recommended that transferors put in
place contractual arrangements that set out the
agreed roles and responsibilities between the parties
for ensuring that adequate protection be given to the
personal data as provided under the PDPO as if the
data concerned were not transferred outside Hong
Kong in areas where mutual co-operation is likely to
be beneficial.

For example, the parties may agree on an obligation
to work jointly to ensure that personal data be kept up
to date or an obligation to ensure each data user
should provide a designated point of contact to
communicate with each other with respect to matters
of compliance with the PDPO.

Data ethics, transparency and accountability

As data-driven innovations continue to accelerate and

transform, involving new forms of processing activities

and larger volumes of data being processed, as a

matter of principle, data users should adopt good data

ethics which, put simply, is about doing what is
reasonably expected by data subjects and being
transparent about data processing activities.

More specifically, as a matter of good practice, it is
recommended that data users should notify data
subjects of the fact that their personal data may be
transferred outside Hong Kong and the underlying
grounds.

A perceived lack of transparency around data
processing activities can engender a sense of distrust
between the data user and data subjects.

By adopting RMCs and observing the principles of
transparency and accountability, it will be conducive
not only to maximising the value of data but also to
developing and sustaining the trust of data subjects.

In addition, where something goes wrong, data users

will be in a better position if they can demonstrate that

they have considered the relevant risks and have
implemented appropriate measures or practices to
mitigate the impact of such risks.

On the contrary, if a data user is unable to
demonstrate that it has implemented good data
protection measures, including, for instance, the
incorporation of RMCs, it may be susceptible to
potential liability and reputational damage.
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Schedule: Recommended Model
Contractual Clauses

(A) RECOMMENDED MODEL
CONTRACTUAL CLAUSES FOR DATA
TRANSFER FROM DATA USER TO
DATA USER

1. DEFINITIONS

1.1 For the purposes of these clauses, including the
Data Transfer Schedule (collectively, the
“Clauses”):

“Onward Transfer Recipient” has the meaning
given in Clause 4.9;

“PDPO” means the Personal Data (Privacy)
Ordinance (Cap. 486), as may be amended from
time to time;

“Permitted Jurisdictions” means the place(s)
listed in the Data Transfer Schedule or any other
place where the Personal Data Transferred may
from time to time be used or processed or held in
accordance with these Clauses;

“Personal Data Transferred” means personal
data of the types or categories listed in the Data
Transfer Schedule;

“Purposes of Transfer” means the purposes for
using the Personal Data Transferred listed in the
Data Transfer Schedule or the directly related
purposes;

“Recommended Model Data Processing
Clauses” means the recommended model
contractual clauses for cross-border transfer of
personal data from a data user to a data
processor as published by the Commissioner
from time to time; and

“Retention Period” means any period of time
identified as such in the Data Transfer Schedule.

1.2 The terms “Commissioner”, “data processor”,
“data subjects”, “data user”, “direct
marketing”, “personal data”, “processing”
and “using” shall have the corresponding

meanings given to those terms in the PDPO.

R HERETIILRHFIR

(A) T—E2HRAEI ST —E2HAE~ADT—4
BEICET A REETIILRHER

1. & &

1.1 AEFE(T—ABEANBIZET, UTHILT
TAREE L) IZBNT:

TERIREILE. 49 FKICEDIERERT 5.

FEHlIEE. (FB)MBEAT—2(T310/30—)
%&1511(Cap.486) (ENHRIESIT-15E FHIE
BRDID)EEKRT Do

MEFREE (&, [T —2BEARISEH St
FEBEEAT —2ERKERITHVFI A, LE
FEIIRFET HENTEH DM EERT
o

BEBAAT 21, [T—2BERNBIED
SEEFFIATIV—DEAT—HEERT
%o

MBEERIERE. [T —3BEARICEDHSBER
BAT—S20OFABNEFENICEERET
SEMEERT 5.

MERETILT—SLBREAILET. T2 AL
MoT—RNBEANDENT—2DBEBIIC
B9 o#MRETLRNREATHY. 23vat—
AEEAKRTDLDEEKRT D, 5

TREFEHMIEE. [T —3BERRIENTED
FIHESN-HEEZEKT 5,

1.2 Tasyiasd—| [F—4208E | [T—4%
HITT—30AEL AL INR—rT1
T TEAT—21. TRE |SLUTRAIEE. &
BlZBWTIhoDRAEIZEAON-EKEERT
3280 ET D,

S COMRIHR: #EET ILENFEIONB)T —2FAENOT —FNBEADT B EAMEET LZATEININITRATHER LIS,
111718




2,

INTERPRETATION

The Clauses shall be read and interpreted in the
light of the provisions of the PDPO. The Clauses
shall not be interpreted in a way that may conflict
with the relevant requirements under the PDPO.

3. OBLIGATIONS OF THE TRANSFEROR

The Transferor warrants and undertakes to the
Transferee that, subject to the Transferee's
compliance with its obligations under these
Clauses, the Personal Data Transferred may be
transferred to the Transferee for the Purposes of
Transfer in the Permitted Jurisdictions in
accordance with the PDPO.

4. OBLIGATIONS OF THE TRANSFEREE

4.1

4.2

4.3

4.4

4.5

4.6

4.7

The Transferee warrants and undertakes to the
Transferor that it will:

except as otherwise permitted under the PDPO,
only use the Personal Data Transferred for the
Purposes of Transfer;

ensure that the Personal Data Transferred be
adequate but not excessive in relation to the
Purposes of Transfer;

use, hold and transmit the Personal Data
Transferred using the security measures set out
in the Data Transfer Schedule;

not retain the Personal Data Transferred for
longer than is necessary for the fulfilment of the
Purposes of Transfer and, in any event, not
longer than any applicable Retention Period;

take all practicable steps to erase the Personal
Data Transferred, once it is no longer necessary
for the fulfilment of the Purposes of Transfer or,
in any event, once any applicable Retention
Period has lapsed;

take all practicable steps to ensure that the
Personal Data Transferred be accurate, having
regard to the Purposes of Transfer;

take all practicable steps to ensure that any
inaccurate Personal Data Transferred (i) should
not be used unless it is rectified or (ii) should be
erased;
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4.8

4.9

take all practicable steps to ensure that data
subjects should be able to access its policies and
practices in relation to the Personal Data
Transferred;

not transfer the Personal Data Transferred to or
permit access to the Personal Data Transferred
by any person unless it is: (i) permitted under the
Data Transfer Schedule; or (ii) made with the
Transferor's prior written consent in each case
(each, an “Onward Transfer Recipient”);

4.10ensure that each Onward Transfer Recipient

acting as:

(a) adata user controlling the use or processing
of the Personal Data Transferred (whether
alone or jointly with others) should enter into
a binding written contract with the
Transferee which imposes the same or
substantially similar data protection
obligations as contained in these Clauses;
and/or

a data processor processing the Personal
Data Transferred on behalf of the Transferee
(and not for the Onward Transfer Recipient's
own purposes) should enter into a binding
written contract with the Transferee which
imposes the same or substantially similar
data protection obligations as contained in
the Recommended Model Data Processing
Clauses; and

4.11not (i) use or hold the Personal Data Transferred;

or (ii) permit any Onward Transfer Recipient to
use, process or hold the Personal Data
Transferred, in each case, in a place outside
Hong Kong other than the Permitted
Jurisdictions, unless [it has obtained the
Transferor's prior written consent] or [it has
notified the Transferor and:

(a) it has taken all reasonable precautions and
exercised all due diligence to ensure that the
Personal Data Transferred will not, in that
place, be collected, held, processed or used
in any manner that would contravene the
PDPO;

(b) each data subject to which the Personal

Data Transferred relates has consented in

writing to the use or processing or holding of

their Personal Data Transferred in that place

(and such consent has not been withdrawn);

(c) the use or processing or holding will be in a

place that the Transferee has reasonable

grounds for believing that there is in force in
that place a law which is substantially similar
fo, or serves the same purposes, as the

PDPO; or

4.8

4.9
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(d) the use or processing or holding is otherwise
permitted under the PDPO.]

5. DATA SUBJECTS’ ACCESS AND

CORRECTION RIGHTS

The Transferor and the Transferee will each
comply with their respective obligations in
respect of the receipt and handling of data
access and correction requests made by or on
behalf of the data subjects of the Personal Data
Transferred, as specified in the Data Transfer
Schedule.

PROVISIONS CONCERNING DIRECT
MARKETING

If the Purposes of Transfer include direct
marketing by the Transferee using the Personal
Data Transferred and the Transferor has given a
written notice to the Transferee to cease using
any Personal Data Transferred for this purpose,
the Transferee must, except as otherwise
permitted under the PDPO, immediately cease
using the Personal Data Transferred for direct
marketing purposes.
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DATA TRANSFER SCHEDULE

1. DESCRIPTION OF TRANSFER
Cate- Purposes | Permit-ted | Retention
gories of of Transfer | Jurisdic- Period
Personal tion(s)
Data
Transfer-
red

2. ONWARD TRANSFER
Cate- Onward Pur- Permit- | Reten-
gories of | Transfer poses | ted tion
Personal | Recipients | of On- | Juris- Period
Data (specifically | ward dic-
Transfer- | or by class) | Trans- | tion(s)
red fer

3. SECURITY MEASURES
[List security measures the Transferee is required to
apply to the Personal Data Transferred.]

4. DATA SUBJECTS' ACCESS AND CORRECTION
REQUESTS

[Describe arrangements for receiving and handling
data subjects’ access and correction requests.]
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(B) RECOMMENDED MODEL
CONTRACTUAL CLAUSES FOR DATA
TRANSFER FROM DATA USER TO
DATA PROCESSOR

1. DEFINITIONS

1.1 For the purposes of these clauses, including the
Data Transfer Schedule (collectively, the
“Clauses”):

“PDPO” means the Personal Data (Privacy)
Ordinance (Cap. 486), as may be amended from
time to time;

“Permitted Jurisdictions” means the place(s)
listed in the Data Transfer Schedule or any other
place where the Personal Data Transferred may
from time to time be processed or held in
accordance with these Clauses;

“Personal Data Transferred” means personal
data of the types or categories listed in the Data
Transfer Schedule;

“Purposes of Transfer” means the purposes for
processing the Personal Data Transferred listed
in the Data Transfer Schedule or the directly
related purposes;

“Retention Period” means any period of time
identified as such in the Data Transfer Schedule;
and

“Sub-processor” has the meaning given in
Clause 3.8.
1.2 The terms “personal data” and “processing”
shall have the meanings given to those terms in
the PDPO (and “process” shall have a
corresponding meaning).

2. INTERPRETATION

The Clauses shall be read and interpreted in the
light of the provisions of the PDPO.

The Clauses shall not be interpreted in a way
that may conflict with the relevant requirements
under the PDPO.

3. OBLIGATIONS OF THE TRANSFEREE

The Transferee warrants and undertakes to the
Transferor that it will:

3.1 only process the Personal Data Transferred for
the Purposes of Transfer;
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3.2 ensure that the Personal Data Transferred be 3.2
adequate but not excessive in relation to the
Purposes of Transfer;

3.3 process, hold and transmit the Personal Data
i ! 3.3
Transferred using the security measures set out
in the Data Transfer Schedule;

3.4 not retain the Personal Data Transferred for 3.4
longer than is necessary for the processing
instructed by the Transferor and, in any event,
not longer than any applicable Retention Period;

3.5 take all practicable steps to erase the Personal 35
Data Transferred: (i) once it is no longer required
to be retained in accordance with Clause 3.4; or
(ii) as instructed by the Transferor;

3.6 take all practicable steps to ensure that the 3.6
Personal Data Transferred be accurate, having
regard to the Purposes of Transfer;

3.7 take all practicable steps to ensure that any 3.7
inaccurate Personal Data Transferred (i) should
not be processed unless it is rectified or (ii)
should be erased;

3.8 not transfer the Personal Data Transferred to or | 3-8
permit access to the Personal Data Transferred
by any person unless it is: (i) permitted under the
Data Transfer Schedule; or (ii) made with the
Transferor's prior written consent in each case
(each, a “Sub-processor”);

3.9 ensure that each Sub-processor should enter
into a binding written contract with the Transferee
which imposes the same or substantially similar
data protection obligations as contained in these
Clauses; and
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Transferred; or (ii) permit any Sub-processor to
process or hold the Personal Data Transferred,
in either case, in a place outside Hong Kong
other than the Permitted Jurisdictions, without
the Transferor's prior written consent.
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DATA TRANSFER SCHEDULE
1. DESCRIPTION OF TRANSFER
Categories | Purposes | Permitted | Retention
of of Transfer | Jurisdic- Period
Personal tion(s)
Data
Transfer-
red
2. SUB-PROCESSING
Categories | Sub- Permit- Retention
of Personal | processer | ted Period
Data Sub- | (specifi- Juris-
processed | cally or by | diction(s)

class)

3. SECURITY MEASURES

[List security measures the Transferee is required to
apply to the Personal Data Transferred.]
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