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Article 1. General Provisions

Article 1. —f&#35E

§ 999.300. Title and Scope
§ 999.300. A5 Al D 4 #5 & FA #

(a) This Chapter shall be known as the California Consumer Privacy Act Regulations.
AR E(This Chapter)Z, AU TAIL=FMEEET 54/ —EBITRAIELS,
It may be cited as such and will be referred to in this Chapter as “these regulations.”
T TRRANIEL D,
These regulations govern compliance with the California Consumer Privacy Act and do not limit any
other rights that consumers may have.
ABFAE, AV TAIN=TMEEET 54\ —E[CCPAIDESFIZDNTESD . JHEE DIEFIZHIR
T HELDTIEELY,

(b) A violation of these regulations shall constitute a violation of the CCPA and be subject to the
remedies provided for therein.

AIRADERIE COCPA DEREALEIN, CCPA LDOIBHEBEDHREMD,

Note: Authority cited: Section 1798.185[/ 5] % E' -t BFERI#E] Civil Code. Reference: Sections
1798.100-1798.199, Civil Code.

§ 999.301. Definitions
§ 999301.%F

In addition to the definitions set forth in Civil Code section 1798.140, for purposes of these regulations:
CCPA LDEZEICMZ ., RRAIZEVWTUTOREIIUTOEKREET 5,

(a) “Affirmative authorization” means an action that demonstrates the intentional decision by the consumer
to opt in to the sale of personal information.
[ FE1BAY A ER | (affirmative authorization)& (X, [16 BRBED KRR EEIZLDEANBERDIRFEIZHT 54T
FMUEERT HHEEE DIREETRT (demonstrates){TAEZEKRT D,
Within the context of a parent or guardian acting on behalf of a child under 13 years of age, it means
that the parent or guardian has provided consent to the sale of the child’ s personal information in
accordance with the methods set forth in section 999.330.
HFELIREEN 3 BKREDOFHRICRET H5E. [FEBHARIE(E, BERRFIXREENKER
B 999.330 IZESH B HEICKY FHOBEABFBROIRTICRBELI-CEEEKRT D,
For consumers 13 years and older, it is demonstrated through a two—step process whereby the
consumer shall first, clearly request to opt—in and then second, separately confirm their choice to opt—
in.
B L6 MRBDORMEEIDHEEDIZS . TEBRAFEIIEL, ROZEEOFiIZKYIEAS
H.(demonstrated)?E [TH XA DALY,
B BB CHBEENBAREICA TN U DEREITSS
- E 2R HEENTDA T U OEBERRBRERTSHL
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(b) “Attorney General” means the California Attorney General or any officer or employee of the California
Department of Justice acting under the authority of the California Attorney General.
TNBELERE1&IE. AV TAIN =T N ELER B E (LT OERICEDEBBEETINY I+ =7 M EE
EEBEZEKRT S,

(c) “Authorized agent” means a natural person or a business entity registered with the Secretary of State
to conduct business in California that a consumer has authorized to act on their behalf subject to the
requirements set forth in section 999.326.

[{LIE A J(authorized agent)& I, JHE B MNAIRE] 999.326 IZH VB DI IEFET BEREZ(TELE-EAAE
XA TAILZT I TEEEITITLEMFEE B (Secretary of State)|ZZ$ELT=F (entity)Z =T 5,

(d) “Categories of sources” means types or groupings of persons or entities from which a business collects
personal information about consumers, described with enough particularity to provide consumers with a
meaningful understanding of the type of person or entity.

TAFROATIV— &K FEENMEANBERERBLEAFRORATEFTIIL—ELTTHHT,

HEENZTOAFTOBEAETBBD 2L TIZOWNTEKSD HE A (meaningful understanding)%3 %
CENTEDS I T RLEHLEZL > TRBESN-LDEEKRT 5,

They may include the consumer directly, advertising networks, internet service providers, data analytics
providers, government entities, operating systems and platforms, social networks, and data brokers.

(B EEBEBRAN. LERYNT—9, A0 3—2 b —ERRHE, T2 0TI E | BUFHEE. OS-

TS I+—LHRE®E]. Vv ILryhD—YEEE]. T—4270—h—

(e) “Categories of third parties” means types or groupings of third parties with whom the business shares
personal information, described with enough particularity to provide consumers with a meaningful
understanding of the type of third party.

E=FOATI)— 1L BEENCHEBEOENEREXEITIE=F " OI(TF =TT IL—EY
TTHOTHEEDNZDOHEFADIATIZDOVNTEBKSH S EAE(meaningful understanding)Z9 5 &MY
TEAESTRHELIZE>TREEIN-LDEEKRT S,

They may include advertising networks, internet service providers, data analytics providers, government
entities, operating systems and platforms, social networks, and data brokers.

BN EERYRT—I AV 3—2y b —ERRHE | T2 HIREE | BAFEE. 0S- T3 vbT+—
LREE] Vv rybhD—YEEE]. T—270—H—

(f) “CCPA” means the California Consumer Privacy Act of 2018, Civil Code sections 1798.100et seq.
[CCPALLIE. TAYTHIL=TFMEBEET AN\ —RIZERT D,

(g) “COPPA” means the Children’ s Online Privacy Protection Act, 15 U.S.C. sections 6501 to 6508 and
16 Code of Federal Regulations part 312.5.
TCOPPALEIX. (ERITREA LS4 - TSAN—RERIBLIVLERINBREAVSA T4/
—{RIEMHA] 3125 BT 5,3

2 [E=E] 140WDTE=ZFIOEEITINIE. BEHCH—ERZRBTIETEEEISEZNEICHIMENEREZEF BN THRTRSN
BE140W2NA)(BE LT EIEIREE I LFEN) (ETE=F IITEFNEL, — A [V—ERBERE 1 (FEZFICRDYBEANBFROVEETS
ETCEEEINOSZHNEIZRMEANEREEFBMTHRRINDE) MA0)IME=ZFIZEENES (BLEFIRHELLTOESGLE T
BE GIAKENHDIIEE) 20,

8 [COPPA) TBREALSAL - TS54/ > —{R 5% (Children’ s Online Privacy Protection Act) J(COPPA)YB LU hIZEDE FTC A4IFELT=
TREFSA2-T54/35—{R5&#F B (Children’s Online Privacy Protection Rule) |,

W13 BEERFBDRERITD Web YA EF[EA UMY —EREEBETHBESE. LU (i) Web YA hEIFAUSAoH—ERZEEL

1BERRBORENSEREICEBLEASZOEABRENETHEEEICHL. UTOLSLHBRBEET

(a) REMNSGALSMY L TIBLI-AANERICHT ZEEEDIIEVESRAT SBHENDEREHLA L SATIA1\—R)—%i8H
ERCIN-N

(b) HEXHEHMEFAINC. BICEEBEHML. flNZErE. RAERARELTHEOREEZRFTHIL,
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(h

M-

)

) “Employment benefits” means retirement, health, and other benefit programs, services, or products
to which consumers and their dependents or their beneficiaries receive access through the
consumer’ s employer.
[ 2 FR#& 1 J(employment benefits)& (&, iRE . EZTDMOBEIEET OIS L-H—EXFTHAET
HoT HEELIUZDHRERR (dependent) £1=IEZ N5 D2 E (beneficiaries) HEE BT A FIHN
HEEBEODEREZBLBAILNTELLDEEKT D,

Employment-related information” means personal information that is collected by the business

about a natural person for the reasons identified in Civil Code section 1798.145, subdivision (h)(1).

I E AR & F #R I (employment-related information)& (&, CCPA1798.145(h(MIZEHSEHICKYEBEEM

BEANSERGET HENBFBREERT S, (%)

[T ahb, BEEDN. () REE - X8 -BHEENOKE - ER - REBFICRELRG T HE
NIE$R. (i) ChoDEBNREERD-OBET SEANERELILDINLDEDEINEEDZRE

[CEALERG T HEANFRTH 5]

The collection of employment-related information, including for the purpose of administering employment

benefits, shall be considered a business purpose.

EREEFRONGRAELEDEEENTORBZEY) FIXFRMIEH TSNS,

Financial incentive” means a program, benefit, or other offering, including payments to consumers,
related to the collection, retention, or sale of personal information.

MEFMA o T47 181 BAABRORTR. HIBREITRFTICEFRT 5. HEE~OXILENOTOS
SL.FHRZOMDOA T7—(offering) BT 5,

(k) “Household” means a person or group of people who: (1) reside at the same address, (2) share a

m “

common device or the same service provided by a business, and (3) are identified by the business as
sharing the same group account or unique identifier.

MR EF. (DR—EMIZEEL. QFFENRETIR—DT NI REZHFL. HDQ) BXEHLME
—DTN—TFTHIUNERIZEER ID THET . —FIEEHOBAEEKRT S, *

Notice at collection” means the notice given by a business to a consumer at or before the point at
which a business collects personal information from the consumer as required by Civil Code section
1798.100, subdivision (b), and specified in these regulations.

TERGERERI EIF. FXRBNHBEEN OB ABREZIRG T SRR E=IX TN LIATIC CCPA1798.100 [ER
BEMARERELIGHBNZES] ) ICKYEEBICHLITICLEET IRMTHOTKRRATEDS
LDEEKRYT 5,

(c) BHLUTDIEMEITHETELLIICTSHIL,
— YEZFEROMB - HRFARICRAET INEZE~DEATEZIETEE(BLEARATARDIZEEHRL)
- UBERICT IR -HERALINEHIBRESESIE
- UERMOBLLHA-MBEZILTEHIE,
(d) HEZEROBBRE- LX) Tr— M ERERETIE,
(e) HZFEHIT. MEBEMERICHELIBOARET L,
(COPPA [ZETKTSA /3 —iRK) L — IR =WIE)
(a) HEYAHY—ERZBL. REOBAABRENE - FREII2EEZEDEM-EH-BEEBES - EFA—LTRLRA(FLEILEEED
YAREMAEEIER)
(b) RENMREBTIBEAER. ThEARTINED BEFICLIFIRAE. EEHICLDURIEROMREICRHTI1EH
(c) LERDOHEDIEREZDITHEFHE

(ZH88) A GUIDE FOR BUSINESS AND PARENTS AND SMALL ENTITY COMPLIANCE GUIDE (March 20, 2015)

HTiE# I OFEER] 51 REOTE—DEFRE%E SH (occupying) T AEAEET IIL—T INSIEE, Thik. 1 XRETIK. BR55HE
(guest) P, TNAREHALLGWEBEECIHFE IICEFNHBFIOBANEROMATRERZERTELLED/NTIAAIIELIZED TH S, Vinson
& Elkins LLP “California AG Updates Implementing Regulations For Consumer Privacy Act” JD Supra, February 13, 2020 (UL FJD Supral&
(A%))
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(m)“Notice of right to opt—out” means the notice given by a business informing consumers of their right
to opt—out of the sale of their personal information as required by Civil Code sections 1798.120 and
1798.135 and specified in these regulations.
[FTE7oMEDBEENIEIE. CCPA1798.120 [BRFEA TF 7O MER LU 16 BRBDRBEE DRFEA T
FUMEIS KU 1798.135 [A TR 7O ME- 16 BRBDREEE DA TR HEICET DIFTRIZ - X ]
[CRYBEENHEFICHLZOBEANERRGEATNTOMEEMSEDOTINEEHMTHOTAHR
BITEDDILDEEKRT B,

(n) Notice of financial incentive” means the notice given by a business explaining each financial incentive or
price or service difference as required by Civil Code section 1798.125, subdivision (b), and specified in
these regulations.

MEFMA T4 DEENIEIE. COPA1798.125 HEFITHELZERET HER DRI LFFWI LY
T1471 DI KVEEFIBRENA o T4TF I Y—EXRDERFFRBT 501752 EN
EBAHToNTONSEMNTHOTARATEDDILDEEKRT B,

(o) “Price or service difference” means (1) any difference in the price or rate charged for any goods or
services to any consumer related to the collection, retention, or sale of personal information, including
through the use of discounts, financial payments, or other benefits or penalties; or (2) any difference in
the level or quality of any goods or services offered to any consumer related to the collection, retention,
or sale of personal information, including the denial of goods or services to the consumer.

Hiitg - —EXDER 1L HEZFEOBEANFROIME. REF-(ERFEICHAELEZEINLSGLDTH
ST UTOVWThNEEKRT D,

(HEEICHT B - F—EXDEE - HEDERE (. BI5] £EILTOMIFR-RFILT—)
(2HEFICREINIES - V—EXDLANILELITE - AR (quality) DEE (ZDREDIESEE
)

(p) Privacy policy” means the policy referred to in Civil Code section 1798.130, subdivision (a)(5), and
means the statement that a business shall make available to consumers describing the business’ s
practices, both online and offline, regarding the collection, use, disclosure, and sale of personal
information, and of the rights of consumers regarding their own personal information.
[TZ54/3—RY S —1&(F, CCPA1798.130@)(5) TE REN TV SR —ZEKRL . FXENRDEIEA
ICEALB2ZDA UMV B IUF T4 TOEKEH (practices)F iR LIHEFHEE - A F(make
available) TEA KIIZLI-HDEEKRT 5,
- BRABICKDHLCHEEDOMEANEROEIE. FIA., MRS IUVERE
- HEBEDOEHCOBEANERICET 51T

() Request to know” means a consumer request that a business disclose personal information that it has
collected about the consumer pursuant to Civil Code sections 1798.100, 1798.110, or 1798.115. It
includes a request for any or all of the following:

['BfREEK I (request to know)&(d, CCPA ML T DEIAIZHEL, BXRENRELIZHEE OEANFRIC
DT, ZDRATRERDDULHEEICLDFEREEKRT S,

- 1798.100 [ER 45 B3 %]

- 1798.110 (AN 1FHRZE B LI-E X H 2RI S REEKIE]

- 1798.115 (AN EHRZRFGEF-IEEX B BN TRARLI-ZEE I T 5B MMBERGERIE]

It includes a request for any or all of the following:

TBREERIZIE. LTOWTFIAN—DF - XEHDORATRERNEENS,

(1) Specific pieces of personal information that a business has collected about the consumer;

EXEBNRSLIEESE OE AN EHR B (K (specific pieces)
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(2) Categories of personal information it has collected about the consumer;
EXENPMBLIHEEOBAANFHROATI)—
(3) Categories of sources from which the personal information is collected;
HEEDOEANIEFERDAFT(sources) DATI!)—
(4) Categories of personal information that the business sold or disclosed for a business
purpose about the consumer;
FEENRFTLEIXEFE B M (business purpose) TRRLIZHEE DEANIEFHROATI—
(5) Categories of third parties to whom the personal information was sold or disclosed
for a business purpose; and

FEENHBEOEANERZRTLEI1XZEE H B (business purpose) CRATRLI=FE =& *OAhF73)

(6) The business or commercial purpose for collecting or selling personal information.

B A EROEGE - (XBRFTE D XS B AIE - (X% B 89(business or commercial purpose),

(r) “Request to delete” means a consumer request that a business delete personal information about
the consumer that the business has collected from the consumer, pursuant to Civil Code section
1798.105.
THEIBREER 1&1%. CCPA1798.105 [ZHELY, BEENHEENSIELENFRIZDOLT, TOHIBRER
HELRHEEEICLDLEREZEKRT S,

(s) “Request to opt—out” means a consumer request that a business not sell the consumer’ s personal
information to third parties, pursuant to Civil Code section 1798.120, subdivision (a).
[FTr7obDEERIEIE. CCPA1798.120 [BRFEA TR 7 O MER KU 16 BKRBDRBEZEDIRTA T+
ANE] QIR BEENHEEODBEANEREE=FICHRFTLEVWILERDLILHLEEEICKDEES
ZEKRT S,

(t) “Request to opt—in” means the affirmative authorization that the business may sell personal information
about the consumer required by Civil Code section 1798.120, subdivision (c),
M4 T 1> DEFER I(Request to opt-in)&I(E, B AIEHRDIRSEIZEIL CCPA1798.120 [BRFEA TH7 I ME
BIUL 16 ERBDRBMEZ DT TR AE] (o) ITHVDEBRSNZUTONT A DEIZLDIEE
HIARBETEKRT 5,
by a parent or guardian of a consumer less than 13 years of age, by a minor at least 13 and less than 16
years of age, or by a consumer who had previously opted out of the sale of their personal information.
- 13 BMARBDHEB DB E- L REE (guardian)
<13 mULE 16 MREDRREE
c LRIA TR T ORIz EESR

(u) “Signed” means that the written attestation, declaration, or permission has either been physically signed
or provided electronically per the Uniform Electronic Transactions Act, Civil Code section 1633.7 et seq.
EL N - I(signed)&Id, SEBAZE (attestation), EZE ZE(declaration)FE = (LK FEZE (permission)|Z, ¥R
[CFELFTA) TN =T MFE—BEFEELE IR NVEFHICERDGINTVDIEEZERT S,

(v) “Third—party identity verification service” means a security process offered by an independent third

S [EEH] H0OWDTE=F IDERICEINIE, EHREBFIMFEZFICESENLND, T —ERREFIIFE=ZFIEENBL(BLEKR
HELLTOEHLFE-THEES GIAFEINHDIEE) ZHO,
S [THYIAIL=FME—BFEEIEI] 1633.7 fih, 1633.7 [SIEUTOBEYEEIN TS,
(a) FEERFETIZEBAIL. TNNEFHEDL D (electronic form) THDHEWSITEITTIE, TDEMNI AFE(TEFI AETEL TIFESEL,
(b) ZHIL. EFMELERICKVEEINEVWSTEITTIX, TR AFE LB HEFELTIIHRSELY,
(c) FLERBAEAICKYLINEIENBEREINTWSEE ., EFHELEIEIZOEREZFH-T.
(d) ZELEBEHNERSNTLDIES. EFHERIICOEHZRZT,
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party that verifies the identity of the consumer making a request to the business.

[ =FH K AEZEY—E X J(Third-party identity verification service)&ld, JRITE=FEMNIRE TS5
)TA—FHRTH>T. BEFICKHLICCPA LDIEMICE DB RETIHEEDRAEREITS
(verifies the identity) b DZEEKT B,

Third—party verification services are subject to the requirements set forth in Article 4 regarding requests
to know and requests to delete.

E=FARANER T —ERIF. BARBERE(THIBREERICBILAIRAI Article 4 DHEHE DR AFERR]IC
EDSBEHEB-TELDTHEIFINITESL,

(w)“Value of the consumer’ s data” means the value provided to the business by the consumer’ s data as
calculated under section 999.337.
FEEEOENEFROMIE I (value of the consumer’ s data)&(E . AFREI 999.337 [CEDEHEINS.
BEBIZEOTOHEZEDEANEBEROMMEEZELRT 5,

(x) “Verify” means to determine that the consumer making a request to know or request to delete is the
consumer about whom the business has collected information, or is the parent or legal guardian of that
consumer who is less than 13 years of age.

[RANFERZET B (verify)&lE . RAREBERETHIBRBREITIHERD . BXELNTOEANFREZIG
LIZEBBERANTHACE(FRIFTHEEN BBERBEOERFIZORLLLERELOREETHAHT
L)EHRTHILEEKRT D,

Note: Authority cited: Section 1798.185, Civil Code. Reference.: Sections 1798.100-1798.199, Civil Code.
[§ 999.302 X% 2 REIZHDI=HVE 3 RETHIR 7, 999.303 X5 1 REDEFM L]

Article 2. Notices to Consumers

Article 2. JHEFE(Z X T H:EH

§ 999.304. Overview of Required Notices
§ 999.304. REIEMOBE

(a) Every business that must comply with the CCPA and these regulations shall provide a privacy policy in
accordance with the CCPA and these regulations, including section 999.308.
EEEIL. CCPA BLUKRKRBIDEFRIBELZESHEE . AFKRA 999.308 [TF4/1\—RYL—]1%#&EH.
CCPA BXURRANIZHL, T4\ —R) I —Z R RLEITNIEESEL,

(b) A business that collects personal information from a consumer shall provide a notice at collection in
accordance with the CCPA and these regulations, including section 999.305.
EXBQ HEELNOBANBHRZIGY 255 ARE 999.305 [EANFHRORGEER] 280,
CCPA BXUARMRANIZHE L BISFRBAZTHAITNITESAN,

(c) A business that sells personal information shall provide a notice of right to opt—out in accordance with
the CCPA and these regulations, including section 999.306.
EEEI. AANERERTT DEE . ARA 999.306 [EANEROIRFEDOATTHMEIZEET 5E50]
ZE8H. COPA BIUKRMRANHNAT 7 I rDER T OWVTEHMLE T NIXESAELY,

7[5 2 REIZHHT= 302 DEE] § 999.302.(CCPA LDTEANERIDEZDERICETHH A U X) FEHRHTENERINEL I,
1798.140 [E ] (o) DENERDEEDEY . 4HFEENLZERE. B EDHBEE T I HFHICEBENEIMENIC, HA- BT
L.BRL. #BEL., BEEMTLEREEEBNICA D TAIEELRETRAELTLENENIZES, (B) FEEN Web YA RARIED IP 7RL
AEMBTHH, B IP FRLRAEEEDHEEBEEF-(IHEBFICULISET ., T, FEBMIZUISERIELTERIMES ., B IP 7RL
RIETEAERICZBLED, Wb, BEERE,
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(d) A business that offers a financial incentive or price or service difference shall provide a notice of
financial incentive in accordance with the CCPA and these regulations, including section 999.307.
BEEF BEWAO o TAIELIIMEE LTV —ERDEREFRITHIHEE L. RHAI 999.307
(RBEHA o T4T 12T 58] &8, CCPA BIURMRAIZH L, BFEHA o TATIZD
WTEBHRLEFNIXESELY,

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.100, 1798.105, 1798.115,
1798.120, 1798.125, 1798.130, and 1798.135, Civil Code.

§ 999.305. Notice at Collection of Personal Information
§ 999.305. B AfHEER D ER{FEFEEN

(a) Purpose and General Principles
BrE LU —ARRA
(1) The purpose of the notice at collection is to provide consumers with timely notice, at or before the
point of collection, about the categories of personal information to be collected from them and the
purposes for which the personal information will be used.
EBSERRAMO BT, EXENHEEITKHL, B ANERZE G T HEH(the point of collection)F F=IF
Z ORI, BEEANFBROATI)—EIUFI A B HZERFC(timely) BT 52 ETHS
(2) The notice at collection shall be designed and presented in a way that is easy to read and
understandable to consumers.
WBEREHIL. HEEICEYEAZCEREL SV LIFREFTSNIRRING T NIELESA,
The notice shall:
BSERRAIE, LT OEHEHL-TIOTHRITNIEGRSEL,
a. Use plain, straightforward language and avoid technical or legal jargon.
S M DEEM G (straightforward) G & RZAVWEMREFILEEAZ TRV TIEIGLALY,
b. Use a format that draws the consumer’ s attention to the notice and makes the notice
readable, including on smaller screens, if applicable.
HEEDIEZSIEN DHEASVWERZRAVVETNIEEGLLAWN (R TEENNEVNVEEEED),
c. Be available in the languages in which the business in its ordinary course provides contracts,
disclaimers, sale announcements, and other information to consumers in California.]
BEXENREDEBDBETH)IAILZTINADEEZITIRRT HARHFIA., EEFIREKE
(disclaimers), AR5t & £(sale announcements)Z DIEER TRV TIWNSEEB[EE . ARTY
BEB.PEEFLEOND JTEAMLLTAIEGESA,
d. Be reasonably accessible to consumers with disabilities.
FEEELEMICEFNLIEREMICLNTELEENBENBLONLZ TNILESLEL, ®
For notices provided online, the business shall follow generally recognized industry standards,
such as the Web Content Accessibility Guidelines, version 2.1 of June 5, 2018, from the World
Wide Web Consortium, incorporated herein by reference.
FEEII. BMEFTA2 L TIT55E . World Wide Web Consortium @ Web Content
Accessibility Guidelines (version 2.1 of June 5, 2018) "Z N — R I[CZ ANON TS EFRIEE(ZHE
roVANby (A OAC=Y (AW

CGHBERICHTZEMDEE] (3E) W)IAHL=TMHNTIE HEELORG-Y—ERDILIOVNRSE, O—> 1 hABOT/N\—FE
8. FELTHMZNZEORBIZEVTEIZARAVEE, FEE. #HAJE AN LAEBFIIEEENALLONIGE . HEENhOEE
MR TERLSICENBE T, EEEIL. FNODBHEBEFIC. CNOEEIZ LA ZBHEEDHREEBEE (CIRBELE T NITARSELY
(1632), BEEMNNISGERLIZIGE . HEBIXLXZNETUET LN TES(1688 &), (B3EEH) State of California “Foreign
Language Translation of Consumer Contracts: Legal Guide K-4” May 2012

[EEEADEMAE] AL BEEBERITICEE COBTREACAUSAVTOEFRLITHENEZLONS,

1° ['World Wide Web Consortium @) Web Content Accessibility Guidelines (version 2.1 of June 5, 2018)] (Z88) Wikipedia MEjiEA
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http://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?sectionNum=1632.&lawCode=CIV
https://www.dca.ca.gov/publications/legal_guides/k_4.shtml
https://www.dca.ca.gov/publications/legal_guides/k_4.shtml
https://ja.wikipedia.org/wiki/Web_Content_Accessibility_Guidelines

In other contexts, the business shall provide information on how a consumer with a disability may
access the notice in an alternative format.

BXAX. LREBHMNEFUFM0 ETITIGRILNDIGE  BEENMIOB KX THRIFERETMNS
CENTELHEICEUBRIRH LA T NIEESAN,

(3) The notice at collection shall be made readily available where consumers will encounter it at or
before the point of collection of any personal information.

ESEREENL ., EAEROBMGDORE-IEZORIZZDEMNEEINLRIC. BRHEEENBHIC

B OTRE TEB(readily available)t, D T IFIEEZSAELY,

[llustrative examples follow:

UTFIZZDHZERT

a. When a business collects consumers’ personal information online, it may post a conspicuous
link to the notice on the introductory page of the business’ s website and on all webpages
where personal information is collected.

BEEE AUSAVLTHEEOBAABREIMGET HI5E. BEED Web YDy TR—
Ulintroductory page) B S UMENIFEHAEGEN DL TD Web R—J(TEEA~DBILD
(conspicuous) YU VEELZENTES,

b. When a business collects personal information through a mobile application, it may provide a link
to the notice on the mobile application’ s download page and within the application, such as
through the application’ s settings menu.
BEFEENAIL-TI)r—23V[UTRPIZEVWTI 7T 1L T1ZECHE S OEANER
FMRTEEE. BT IVDF o O—KRR=UBELVEHZTTURIZ (B L7 T DERE A
Za—ho)BEAND) U VEELIENTED,

¢. When a business collects consumers’ personal information offline, it may include the notice on
printed forms that collect personal information, provide the consumer with a paper version of the
notice, or post prominent signage directing consumers to where the notice can be found online.
EXEBEF HEBOEABREA DS/ TIRFTSEE. () BANFEHRZIGT SHRIMLIZE
HNBEEET AL, (VHEBICRHMANBSHIEHINEHRMEZEST L, T MBILD
(prominent) YA R—I[EH - T ORI YA R —VITEMIT RERBHNBHEHINATWDSA U S51>
LDBEFREMLESIENTED, "

d. When a business collects personal information over the telephone or in person, it may provide the
notice orally.

BXAL. BEFETELIIEREIC(n person)BANIFHREMGT 158, ABETRMT HIENTE
%,

(4) When a business collects personal information from a consumer’ s mobile device for a purpose that the
consumer would not reasonably expect, it shall provide a just—in—time notice containing a summary of
the categories of personal information being collected and a link to the full notice at collection.
EEEI.HEEDODENMLTNA AN HEENSEMICEE TE%L (would not reasonably
expect) B TEAEREZIMGET 556 . AZEABROHTI—OBEEZZDEIFOMEI(ust-
in—time)BXHILM D ZDELHRNBEEEHLI=E D full notice) ~NDY U IEFRRLEITNIEIESE
LY,

For example, if the business offers a flashlight application and the application collects geolocation

information, the business shall provide a just—in—time notice, such as through a pop—up window when

the consumer opens the application, which contains the information required by this subsection.

B BEFE EPEMNT7IVERBLZOT7 I TCTRUET—2ERET 56 . [BPFELIT7IUT

BT —ANIBINAEITHEENSEMICEETCERLDNLEEENTD 7T #BE<EIC

RyT T VT4V R TREIGEREBALETNILESEL,

(5) A business shall not use a consumer’ s personal information for a purpose materially different than

"B AR—DIZKBESA LOBFOBEMAER] EARMIZE, FRF(CHAD URL, RFRFE. QRO—FERTITHLENEZLN
%N
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those disclosed in the notice at collection.
FEEI HEEOAANEREZ. REHAEMICEVTHRLI-BHEEBMIZ(materially) %5 B
FIZFIALTIF G0,
If the business seeks to use a consumer’ s previously collected personal information for a purpose
materially different than what was previously disclosed to the consumer in the notice at collection,
the business shall directly notify the consumer of this new use and obtain explicit consent from the
consumer to use it for this new purpose.
BEEHE, LANCEBLIZEEZEOEAEREZ. REREATHRIRLI-BMEREMICEL S
DEMIZFIALESET H5E .. ARMOFIAZERAEZ RN Z ORI (explicit) BIEZE
BETNIFESARL,
(6) A business shall not collect categories of personal information other than those disclosed in the
notice at collection.
FEFT. EHEMTRATRLEZUSOMOATIT)—DENERERFL TGS,
If the business intends to collect additional categories of personal information, the business
shall provide a new notice at collection.
BXEE MOATI—DEAERERGET H5E . WO TREFBEHEZTHETNIEGESE,
(7) If a business does not give the notice at collection to the consumer at or before the point of
collection of their personal information, the business shall not collect personal information from the

consumer.
EEEHF. cOREBORERLITZDRIRIT HELGLHEENCEAANFERZIRFEL T GL%
LY,

(b) A business shall include the following in its notice at collection:

EXFET. NEHRHMICUTOBEEZEHEITNIELELEL,

(1) A list of the categories of personal information about consumers to be collected.
RGT HHEEDEANEROHTII—DY AL,
Each category of personal information shall be written in a manner that provides consumers a
meaningful understanding of the information being collected.
BHTIV—IL, HEEBDLEKRDHSERE (meaningful understanding) 9§ 2 EMTESDLSIZRT
L& FnIEEsiEuy,

(2) The business or commercial purpose(s) for which the categories of personal information will be used.
LA TI)—OENEBRAFASNIEBEBEMFIEEEXEN

(3) If the business sells personal information, the link titled “Do Not Sell My Personal Information” or
“Do Not Sell My Info” required by section 999.315(a), or in the case of offline notices, where the
webpage can be found online.
EEEINBEANFERERTTHEE. AR 999315 [FATRTIrDFEK] @QIZEYERSNS, LTD
WIFNHDDEANILDY D (FEATSAOTORMDIGEF 514> L TENERNSIGFT)
» "Do Not Sell My Personal Information”
» “Do Not Sell My Info”

(4) A link to the business’ s privacy policy, or in the case of offline notices, where the privacy policy can
be found online.
BEEDTFAN—RID—~DI Y (FEF T4 TOBRMDIZEFTF4A42 LT Web 7FL
RERDIToNBI5FT)

(c) If a business collects personal information from a consumer online, the notice at collection may be given
to the consumer by providing a link to the section of the business’ s privacy policy that contains the
information required in subsection (b).

EXEF CHEENSBAANEREAFVIIVLETRRT 556 RGEEMNZ. T34\ —RS—
DO)DERES L BT (section) ~NDY U IFELZEITEHTITITENTES,
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(d) A business that does not collect personal information directly from the consumer does not need to

provide a notice at collection to the consumer if it does not sell the consumer’ s personal information.
EXFF.AANBERZEREEEIOMELGWVGEMDAFTIOIIGET H15E]. BB ANER
ZFHRGELGRLEE(E. BRIGFREZTISEEELLGL,

(e) A data broker registered with the Attorney General pursuant to Civil Code section 1798.99.80 et seq.

does not need to provide a notice at collection to the consumer if it has included in its registration
submission a link to its online privacy policy that includes instructions on how a consumer can submit a
request to opt—out.

1798.99.80 LUF [AVTAN=FMT—470—h—EFE] IRV EIEREICEEL-FEEL. £
DEBZEAFEIC HEFICKDTTNTIOMNERAEERELIA 1 - TIAN—FR)S—~D>
DEEHTVSE HBEICIEREMETICEEELLGN,

(f) A business collecting employment-related information shall comply with the provisions of section 999.305

EXET. EABERREIGT 55E . AR A 999.305[ERFHERE AN ZREHRITNIEHESELY,

except with regard to the following:

BL. ROBEZERL,

(1) The notice at collection of employment-related information does not need to include the link or web
address to the link titled “Do Not Sell My Personal Information” or “Do Not Sell My Info”.
ERREEFERORSHEEENZ(E. “Do Not Sell My Personal Information” Ff=zI&“Do Not Sell My Info”
D DADIETIE Web TRLREZEOHHIEFZELLLY,

(2) The notice at collection of employment-related information is not required to provide a link to the
business’ s privacy policy.

EREEEROIGFEMNICE. BEEDTSA/N\—RIS—~D) U IEEHHIEEELLL,

(g) Subsection (f) shall become inoperative on January 1, 2021,

12

@

[FEFERFOBEOMBEHEAN] COWDHATEILE 3 RETEM, CORMBIRELT, RDEDMEIZLY ., A TAHIL=FMT—42T
A—h—&HREICKYBRLLVRY ., MERBLE-BAANFERERTTHICE., Ao OFEZTREHEN (RUDEEEMISOEANER
WMERHFEXZORIOBEM ZETHILITHL, COARELTIEEREE (RUDEEENSOBEABRINEGE) (CEMERITLTES
STEREZDND, BIZIE. FUSAUVLEIZENT/STY Y v—0D Web B/ M DEIELT= Cookie ZE5R GBS EBIZIE, /ATy v—
12T, CDERARFHEESH Cookie IZET2EMELTHLLOLEITNIELELHEVEDER OIS, ZL T, ThH, CORTEEMD BRE
BEbhhd, 8L, i, IAB O CCPA RGN KSIE R FTBEDTRTIEELEFY—ERBHRELMAEMTEHENHLINELALL,
[(AYZAN=FMT—H2IO—H—2HE] 2019 £ 10 A 11 BFEIL, B TAIL=F M Civil Code IZ CCPA DERID Title 1.81.48
(1798.99.80~) &L TEM, (FEEDBE-BH) HIX@UT) HEET. BXEEDIEH -Web YA+ TERIFAUFAVEED Y YOI
KUY, BEFLEEWGERMAHIEES. NOBEF(CLEITINFRICALSHIEEOMBLIVNO—ILFEERT., CNITKL. HE
FlE, —fBIZ, T2 0—H—I2&S5EABEROULEBAR. A TRT7IRDITEAEZEHMSLE, Z2T AZIE. T—270—H—I2FD
ERAEFEMNCERSE. TOBRELHETHILICKY HEENBEABROBMBERTEEZIVIA—)LTHEEERIET S, GREDHE
B) (1798.99.80(d) F—4TJ O0—H— |(data broken&(E ., B B EEEDRIR(direct relationship) ML VEHEE DEANIERE. ThEREHLE
M5knowingly)BIBLENEE =FICRFTEIIEEEEZERTI(EEEZT I1ZFDERIL CCPADEEESIA), BL. tZDORHZEZIT5HE
BEREWEE - SR RIRSHEFIR (1798.99.82(a)) T—H2TA—H—(F. RFEDE 1 A 31 BLAEIZ. ZDLF, £-5F£F/-E
FA—)L-Web YA rDTRLREZMEEREICERLATAIILESAL, (1798.99.82(c)(1) CORKITERLI-HE. ZL. ERAH 1 A
H1=Y 100 FLORBHFESE DR EED, (1798.99.84) MELEREIE, T—4T0—h—hBH-BERXIEHRE Web Y1 MBRICHIRFH
THAITARLEFNIELESEL, (BEEH) Baker McKenzie — Lothar Determann “California Data Broker Registrations: Who Made the
List on January 31, 2020?” February 6 2020, Klein Moynihan Turco LLP — David O. Klein “California Data Broker Registration Requirements”
January 16 2020 Lexology

[F—4270—h—0OMBEHE] 0D 305d)IEHE 1 RETHUTDEEDRE THOLADOLIITBESNT, F 1 REDAEIL,
CCPA IZHWHRKZETID T, HITT 2T 0—h—ZFDEDRRICERGEENH D (IZSRITFARE) PSR Ho-EE
hhd,

(RAIZE 305(d)F 1 REDER) FXFL HEBZOBEANFREEEENOEERBLTOVEWMES[THOEE=ENOHERGELI-E
BFERFABBERNMOCIBLESEE]L [RYICIEEENOCIESN-BATOBEANEIELLZVD, FNERTITIHIGEICIETER/IZUTD
WFNH DB EEESEITNIZESEL,

C BEEEBECUBRRGESKUA TN T IMEICOWTEMT ST,

*C AFRITHL. @QBBAFRARGHEOBEMELIZCEEHEEL. MO OLBBRAFRICIDHEE~OBMNTESLCRBAMFIZEHL
=B BT EBAE (attestationZ G I & (A KELAIIRIER 2 FRMRFLHEEZ OFERITECHTRE.
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http://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201920200AB1202
https://oag.ca.gov/data-brokers
https://www.lexology.com/library/detail.aspx?g=45209a05-10a9-40ab-bd2b-292a750e7138
https://www.lexology.com/library/detail.aspx?g=45209a05-10a9-40ab-bd2b-292a750e7138
https://www.lexology.com/library/detail.aspx?g=2ef99c82-ef15-41d4-bc7a-493c0f7d708d

LEE@IX. 2021 F£1 B 1 BIZ%R#T S(become inoperative) D EF 5,
unless the CCPA is amended otherwise.

{EL CCPA NRIESN AR DEHAGEINT=15EZERR<,

Note: Authority: Section 1798.185, Civil Code. Reference: Sections 1798.99.82, 1798.100, 1798.115, and
1798.185, Civil Code.

§ 999.306. Notice of Right to Opt—Out of Sale of Personal Information
§ 999.306. fEAHFEIRDERFTEOA T 7 MEICEET HiEA

(a) Purpose and General Principles
BEE LU —ARRA
(1) The purpose of the notice of right to opt—out is to inform consumers of their right to direct a business
that sells their personal information to stop selling their personal information.

ATCTIOMEDBHMDEMIE, BXEENHEEOENBFREZRTT H5E. BHEFIIHLIO

RFEDFELETIERT HEFICEALBINTHIETH S,

(2) The notice of right to opt—out shall be designed and presented in a way that is easy to read and
understandable to consumers.

FTNTIOMEDBRIE, HEFEICEYEAZ<CERLAVESITEFFINRRENGTNIEESL,

The notice shall:

LEEHIILUTOEHEZB-IETNIELESEL,

a. Use plain, straightforward language and avoid technical or legal jargon.

S M DEEM G (straightforward) G T RZAVWEMREFILEEAZ TRV TIEIGLALY,

b. Use a format that draws the consumer’ s attention to the notice and makes the notice readable,
including on smaller screens, if applicable.

HEEOIBRZRMNIIEIEN DHEASVWEREZRAVVETNIEGSLEN (RTEEN/NMEED
20,

c. Be available in the languages in which the business in its ordinary course provides contracts,
disclaimers, sale announcements, and other information to consumers in California.
EXENREDEBOBIETH)IAIL=THNHRDEEFICHUIRRT HRHFIE., EEFIRSE
I&(disclaimers), BRFEE T DMHEERITOFERTHVLONATVWSEETERMLAZ T NIEES
TELY,

d. Be reasonably accessible to consumers with disabilities.
EEELBHMIIEFENDIFREMOIENTETLEEMBEN BLONZ T NITESAL,

For notices provided online, the business shall follow generally recognized industry standards,

such as the Web Content Accessibility Guidelines, version 2.1 of June 5, 2018, from the World
Wide Web Consortium, incorporated herein by reference.

BEEX, BRNEAUSA2 L TITS5E . World Wide Web Consortium 0 Web Content
Accessibility Guidelines (version 2.1 of June 5, 2018) &N — R IZZ ANON TINBEFRIZLE(ZHE
DT NIFESALY,

In other contexts, the business shall provide information on how a consumer with a disability may
access the notice in an alternative format.

BXAX. LREBHNEFUFM0 LETITIGRILNDIGE  EEEMIOB KX THRIFERETMNS
CENTE LA EICRALERIRBELAG T NITAESA,

(b) A business that sells the personal information of consumers shall provide the notice of right to opt—out
to consumers as follows:

EEESHEEDEABRERTT HIBE. FAIC, LTIV GHEEZEICATRTIMEIC OV TE
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about:blank

MU HIEESEL,

(1) A business shall post the notice of right to opt—out on the Internet webpage to which the consumer
is directed after clicking on the “Do Not Sell My Personal Information” or “Do Not Sell My Info” link
on the website homepage or the download or landing page of a mobile application.

BEEE. A—LR=D(FRETITIDOFIoA—RR=2H LEF0TAV T R—D) L THESR
HY Do Not Sell My Personal Information” (F7=[&"Do Not Sell My Info”) J> %5V LT=FD')>
%D Web R—L ETAH TN TIMEIZDWTODBEMEFLAITRIELSAL,

In addition, a business that collects personal information through a mobile application may provide a
link to the notice within the application, such as through the application’ s settings menu.
BIC.EXER. 7TUTEANERERETEHE. 7TIRICWHI: 7T DEEA=2—Dm5) B
AR DERTT HIENTES,

The notice shall include the information specified in subsection (c) or link to the section of the
business’ s privacy policy that contains the same information.

LELEHICIERDC)DIEFR (FEE T/ —R) L —h D LEXIFHRELH LB ~DUY)
ZFRHBLETIIEELER,

(2) A business that substantially interacts with consumers offline shall also provide notice to the
consumer by an offline method that facilitates consumer awareness of their right to opt—out.
FEEII. FBIZHEBLEAISAOTHOY LY T HIEMNZ L\ (substantially interacts)IF& (21, JHE
EDNA TR OMEDFEERBTEDLIFTS5MV TEMULRITFNIEAESTRLY,

Such methods include, but are not limited to, printing the notice on paper forms that collect personal
information, providing the consumer with a paper version of the notice, and posting signage directing
consumers to where the notice can be found online.

(EERAT7T1oBHMOH) BEANERZIERGT SR LICEMNAREZLEHT 5. BIMABTHEE
SNT-ERIYZEET . YA R—P L TEHMABRIBE SN TS U1 LDEREHLE S,

(3) A business that does not operate a website shall establish, document, and comply with another
method by which it informs consumers of their right to direct the business that sells their personal
information to stop selling their personal information.

FEEHIL Web HALEFLBWEE HEBEICATNTIMEIZDOWTEMT 516, LEUSNDA
FEEED. INEXELLESFLAETNIEESA,

That method shall comply with the requirements set forth in subsection (a)(2).

ZTDHEF, LERE@QIZEHIEHEFB-TLOTRITNIELESAL,

(c) A business shall include the following in its notice of right to opt—out:

BEHRIX ATNTIMEOBHICLUTOETHEBEZEHETNIEESAELY,

(1) A description of the consumer’ s right to opt—out of the sale of their personal information by the
business;
HEEOA TN IOMEOAR

(2) The interactive form by which the consumer can submit their request to opt—out online, as required
by Section 999.315(a), or if the business does not operate a website, the offline method by which the
consumer can submit their request to opt—out; and
ATRTILERETSIZODOARRR 999.315 [T T IRDER] QDA 259 TATHEITA—LFE
FZIEBEED Web H A 2B LGWEEIEATT1FE

(3) Instructions for any other method by which the consumer may submit their request to opt—out.

FITT INERETI-HDMDFE

(d) A business does not need to provide a notice of right to opt—out if:
BEEI.ROMBHEE-TIHBE . ATNTIOMEICODWTEMNT HEEELLL,

(1) It does not sell personal information; and

B [AFRTIOMNETHEM] ChicknlE RFELEVSEBRFLEVDE T/ —RYL—ISRBEBLETNIEESEL,
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BEANFERERFTELGLE
(2) It states in its privacy policy that it does not sell personal information.

BEANERERTLENIEETSA/N\—RY—ITHEL TSI E

(e) A business shall not sell the personal information it collected during the time the business did not have
a notice of right to opt—out notice posted
BEEF AT VLOBEMZEL TOGWEARICEGU-E AEREIRTEL TIF AL,
unless it obtains the affirmative authorization of the consumer.

BL. HEEORBMAREFLERER

17

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.120, 1798.135 and
1798.185, Civil Code.

§ 999.307. Notice of Financial Incentive
§ 999.307. BFEMA T4 1289 5EAN

(a) Purpose and General Principles

BHE LU —ARRA

(1) The purpose of the notice of financial incentive is to explain to the consumer the material terms of a
financial incentive or price or service difference the business is offering so that the consumer may
make an informed decision on whether to participate.
BENA T4 (CETH2EMDBHIE. BEENRBTIBENA T TEIEEE -
—EXRDERICETIEELGEHEHEBEEICHRBAL GHEENINICEMT 20 EIZ+HRIERIC
HE DUV TRE(make an informed decision) TEAEIIZTBHZETHS,
A business that does not offer a financial incentive or price or service difference related to the
collection, retention, or sale of personal information is not required to provide a notice of financial
incentive.
EEHF. BEAFROIRG. REFIERFEICEAET IRBENA o TATF(EEE-Y—EXD
EEFRTELLGWMEE . BENA o T4 IS 5B MEITOIEFELALLY,

(2) The notice of financial incentive shall be designed and presented in a way that is easy to read and
understandable to consumers.

¢ [REBNABESTITOEAEROETE] CORMERELT. RUHSEEEOBEBHURELFIEEOARETEHILICLIZIEEE
“Do Not Sell~"E DA T+ 7 I MBEMZELLGECTENERH NS (SH 999.332: 16 mARBMORREFITOVTIE, BBHRRBERBDIILLKT
DENERERTLEVNEE (X ATETIMEICODVWTEMTEIELEFELALY)  BE. RREFIZTDOLNTIE, 999.3320)ZIF LA T DEY B
XDRELH 5,

FEHRL. BARY—EADREOHEE 16 REREDHEBEDHETHIHEEATH>TH, 13 ML 16 BERFEDZEERADLELIEIE
AR E 13 ERBOEESEH - REZOBBHNARE. ThTh, §5ILKTOBEANERERFTELAEVEE[THELEOZTHEHIREL
BWNEEF(EMRFET 5 E SN ELEBMEARERDIEENX. AT T IMEICODVWTEMT HIEFELALLY,

T [A TP ORREY] F 2 RETIEEDRIZOABYRDESITHESN T =, LHL. F 3 RETHIBRIN =, HIROERIZR RSN
FIILARLYTF DRI M, EHBEEIZHL, BICA TR 7SN TSI OFF REE)E DR E L LS EDAIBEME A H DI MO ENSTELL
L\, (ZBHB) (%) Alysa Zeltzer Hutnik, Aaron Burstein, Katie Townley “CCPA Update: Attorney General Releases Third Draft of Proposed
CCPA Regulations” March 11, 2020, Kelley Drye & Warren LLP.

MBEEL. AT IOMEDOERMIZEBMLT. UTOFT 7 orRAVFEEOTEMATHIENTESD (BL, L3R4 -0d%H->TH
FTE7IMBRMIZRZBIEIETELEN) , (FTRTIMREC DORIEEE)

QOFEZEEZIL. ATTIOMRAVEFRATZEE. LTFIZETRT 5L, “Do Not Sell My Personal Information” & 1=1%“Do Not Sell My Info”
YoODEIZREL, TNOKRKESIE, FEED Web YA X EDMDREL EFIERCY A RIZLEFNIELESEL, (FTRTIMREC ORI
HE&)

RFBEEE. COATFTIMREVEUTOVT UMY ISEETAIEESEL,

cFERCEODIBEBHREED We R—DELLEH S/ L DIGFR

TSAN—R) L —h D EERETH LB
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https://www.adlawaccess.com/2020/03/articles/california-attorney-general-ag-released-third-draft-of-proposed-ccpa-regs/?utm_source=Kelley+Drye+-+Ad+Law+Access&utm_campaign=a7eebbe098-RSS_EMAIL_CAMPAIGN&utm_medium=email&utm_term=0_abaa813cfc-a7eebbe098-78743493
https://www.adlawaccess.com/2020/03/articles/california-attorney-general-ag-released-third-draft-of-proposed-ccpa-regs/?utm_source=Kelley+Drye+-+Ad+Law+Access&utm_campaign=a7eebbe098-RSS_EMAIL_CAMPAIGN&utm_medium=email&utm_term=0_abaa813cfc-a7eebbe098-78743493

BENAU U TATICET 5EHE. HEENRABCEFLZ VLS - RIRSh TN

BELY,

The notice shall:

COBHE, UTOEHEFB-SLTNIELESE,

a. Use plain, straightforward language and avoid technical or legal jargon.
FZ M DEEM G (straightforward)G B EZAVWEMREFILEEAZZRAVTIEGLAL,

b. Use a format that draws the consumer’ s attention to the notice and makes the notice readable,
including on smaller screens, if applicable.
HEEOIEZEMIZIEN DHRASZVERZAVVGETNIELGSAN (RTEERNNVNVGEELE
o

c. Be available in the languages in which the business in its ordinary course provides contracts,
disclaimers, sale announcements, and other information to consumers in California.
EXENBEDERFBOBIETHIIAIL=TINADEERICHLIR R I HENKIA. EXFIEE
I&(disclaimers), BRFEFHMEDMIEEBE R ITOFEHR TALIGN TS S FEIHIE ARMVEEE]T
BRILGETNILGESEEL,

d. Be reasonably accessible to consumers with disabilities.
FEEELBEMICEFNLIHEREMICLNTELIEEMBENBLONLZTNIEESLL,
For notices provided online, the business shall follow generally recognized industry standards, such
as the Web Content Accessibility Guidelines, version 2.1 of June 5, 2018, from the World Wide Web
Consortium, incorporated herein by reference.
FEEIX. BMEFTA2 L TIT55E . World Wide Web Consortium @ Web Content
Accessibility Guidelines (version 2.1 of June 5, 2018) &N — R IZZ ANOLN TINBEFRIZLE(ZHE
roVANby (A oAy (AW
In other contexts, the business shall provide information on how a consumer with a disability may
access the notice in an alternative format.
BXAX. LRELBHMNEA T4 LETITISRILNDIGE | BEEN MO KX THXIFEHRZA
BHIENTELHEICEAVBRIRH LG T IE S0,

e. Be readily available where consumers will encounter it before opting into the financial incentive or
price or service difference.
COEMIE. HEENREFNA T ELIEME - —ERDERICA TR VT BRIIZES
[ZBIZAYEIE TZE5(available) L D THEIFNIEES ALY,

(3) If the business offers the financial incentive or price or service difference online, the notice may be
given by providing a link to the section of a business’ s privacy policy that contains the information
required in subsection (b).

BEEE. BRI TAIFERIEEREF U SAV L TRETHIH5E . BRBNE. T51/\0—
RYS—hDRDO)TERSINDERH LB SN B T (section) DV ERRTHIEIZKYITS
EMNTED,

(b) A business shall include the following in its notice of financial incentive:

EEEHI BENA o T4TIZEATEMIC. UTOETOEEZEOLEITNIEESLL,

(1) A succinct summary of the financial incentive or price or service difference offered;
BENA T4 E I - Y—ERDERITOVT ORI ZERA

(2) A description of the material terms of the financial incentive or price of service difference,
UTE&EH. BEWA o T4 EIEEHE - —EXRDEE DR EICEAT 2 EEL EH(material
terms)
including the categories of personal information that are implicated by the financial incentive or price
or service difference and the value of the consumer’ s data;
XD R F LM S(mplicated) BN IFEHRDATI—., FlE., [l Y—EXRDERLEEFDOEAN
FER D fiE
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(3) How the consumer can opt in to the financial incentive or price or service difference;
BENA T4 EIEEE - H—ERDERICH T T DHE
(4) A statement of the consumer’ s right to withdraw from the financial incentive at anytime and how the
consumer may exercise that right; and
HEBEEIVDDOTHRENAV LU TAINDRELTRE T HENEETHIEE LU ZORE A E
(5) An explanation of how the financial incentive or price or service difference is reasonably related to
the value of the consumer’ s data, including;
LUTZEEH. BEBFNAU Lo T4 ELFEE-—ERDEZERLHEZEDOBAABROMESD
SEMEEMDEREA
a. A good—faith estimate of the value of the consumer’ s data that forms the basis for offering the
financial incentive or price or service difference; and
BENA T4 ELISEE - V—EXDEERDRILLLEEE DENEROMED A IE
7551 {i%E(a good—faith estimate of the value of the consumer’ s data)
b. A description of the method the business used to calculate the value of the consumer’ s
data.
EEENHEEOEABROMBEEZEE T S-OITFERALIAE,

Note: Authority cited: Section 1798.185, Civil Code. Reference.: Sections 1798.125 and 1798.130, Civil
Code.

§ 999.308. Privacy Policy
§ 999.308. FS5A/\>—R)L—

(a) Purpose and General Principles

BEE LU —ARRA

(1) The purpose of the privacy policy is to provide consumers with a comprehensive description of a
business’ s online and offline practices regarding the collection, use, disclosure, and sale of personal
information and of the rights of consumers regarding their personal information.
TIAN—R)—DBEMIE. UTORIEICETIEEEDA UMV ELUVATIIVITEITEHE
7%& F(practices) I DWW THE B IZ B &R R BA(comprehensive description)Zd 52 &TH D,
- BERBICKLBANFEROIG - FIA-FAR-IK5E
- BEAERICBEUHEEELNE T HER

(2) The privacy policy shall be designed and presented in a way that is easy to read and understandable to

consumers.
TIAND—R)o—F HEBIE>THRABCEBLH VL SEGTSNA DIRIREINGITNIEESA
LY,

The policy shall:

LBER)O— XU T OEHERI-SETNILESAE,

a. Use plain, straightforward language and avoid technical or legal jargon.

FZ M DEEM G (straightforward) G E EZ AL, EFREFLILEERAZZRAVTIGLAL,

b. Use a format that makes the policy readable, including on smaller screens, if applicable.
FABZVWEXZRAWNVETAEGLEN(RREENNEVEELEET),

c. Be available in the languages in which the business in its ordinary course provides contracts,
disclaimers, sale announcements, and other information to consumers in California.
EXENREDEBOBRETHERICUIRTR Y H2HKIE. EEFIBREIA(disclaimers), BR5E
£ %0(sale announcements)Z DA TAIL=F7 MR DEEER (TICHKETHFEHRTHLIGNLTL
BEEEFRAVVEITNIEELAEL,

d. Be reasonably accessible to consumers with disabilities.
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EEELBHMIIEENDFREMOIENTETLEEMBEN BLONZITNITESAL,
For notices provided online, the business shall follow generally recognized industry standards,
such as the Web Content Accessibility Guidelines, version 2.1 of June 5, 2018, from the World
Wide Web Consortium, incorporated herein by reference.
REEII. EMNELFLSA2 L TITS15E . World Wide Web Consortium @D Web Content
Accessibility Guidelines (version 2.1 of June 5, 2018) ZE N —fEIZZ ANON TINDEFRIZHE(C
(oY by (AE AV A AN
In other contexts, the business shall provide information on how a consumer with a disability
may access the policy in an alternative format.
BXANX. LELBHMEF VT4 ETITIHRILNDIGE | BEE MO B KX THXIFEHRZTA
B ENTELHEICEAVBRIRH LG TS0,

e. Be available in a format that allows a consumer to print it out as a document.
HEEN T A7 I TELSRAIPDF FORKEBRHON LI THRELETNIEESEL,

(b) The privacy policy shall be posted online through a conspicuous link using the word “privacy,” on the
business’ s website homepage or on the download or landing page of a mobile application.
TSAN—R)o—I&. A2F42 ETIE. “privacy” &LV B 3L D(conspicuous) ) MDY U F D
—LR—=(FLEFT7TIDEDA—RR—=IF RIS T4 T R=2) [THBE LG T NIEESEL,

If the business has a California—specific description of consumers’ privacy rights on its website, then the
privacy policy shall be included in that description.

EEXHE. TD Web YAhLIC HEBBEDTSA N —ICET HEMIDOVNTH) IHIL=TNERADER
BH (California—specific description of consumers’ privacy rights))$H BB E . L8 TS5A4/\—R)S—D
NBZLEZGARICEDLETNIEESLA,

A business that does not operate a website shall make the privacy policy conspicuously available to
consumers.

BEHEEI. Web FAREBLELVMES  HEBICEYB LD &S (conspicuously) TS5 /13— RS —%
BB AT REICLAR T NI DALY,

A mobile application may include a link to the privacy policy in the application’ s settings menu.

BEEE.TITIDEREAZA—RITTSAN—R)O—~D) U IEEHBHENTES,

(c) The privacy policy shall include the following information:

EERTTAN— R —IZ[E AT OHERESDHEHNIEEDHEL, ©

DT SA I —REERICE DTS/ —R)—DEHMIF] D) IAHL=TFMISERINDELLDELTUTOESRE- MEIZE
HKISAN—RYL—DEFF T D H B, #>T. AV ITHIL=TMIZHET BT 5432 —K1 > —IE, COPPA, Shine the Light i%.
CalOPPA, CCPA, 2 TOEHWZH/=ERTNITESAEL,

[COPPA) TREALSA - TS54/ 2 —{&&;%(Children’ s Online Privacy Protection Act) (COPPA)E LU IZEDE FTC AHIFELT=
TBEALSA-T54/32—F#$HEl (Children’s Online Privacy Protection Rule) |,
W13 BEERFDRERITD Web YA EF[EA UMY —EREEETHBESE. LU (i) Web YA rEIFAUSAoH—ERZEEL
1B ERBORENSEREICRBLENSZDEAFBRENBTHIBEEERICHL. UTOLSHBRBEEET
f BREINSALSAY L THRBLE-AANERICHT 5EEEDIIRVVESRAT 2BHENDEREHLA L SATIA 1\ —R)—%i8#
T5IL,
(g) HERIFEMEVFANC. RITEEEXL. fINERE. RARRARGHROREEZRZE,
(h) BAUTDEFEITHETESKRIITTSHIE,
— LZEROMB- HRFACRETINE=ZE~ORTEZELTLLEELATNTARDZEER
— BEBERICT IR -BEELINEEIBRIESIL
-~ LEREROFLLFAA-MEBEELT L,
() HFFEROMBRE X1V T— ZL2MERETIIE,
() HEZFERE. MEEMNERICLELSHBOAMRET S,
(COPPA [ZETKTFS/ /30— R —EHBEE)
(d) HEZY A H—EXRZEL. REOBAABRENG - RETLI2EEEDNLEH-FAT-ERBES - EF A—IITRLA(FLEILEEED
YRLEBEEERER)
(e) REMNSEEBTIEANER. TNELRATINED. EEBICKDFRAAE. EESICKSLZIFROFTEICHTIER
) LEOHDIEFELZDITEFRE
(ZH88) A GUIDE FOR BUSINESS AND PARENTS AND SMALL ENTITY COMPLIANCE GUIDE (March 20, 2015)
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https://www.law.cornell.edu/uscode/text/15/chapter-91
https://www.ecfr.gov/cgi-bin/text-idx?SID=4939e77c77a1a1a08c1cbf905fc4b409&node=16%3A1.0.1.3.36&rgn=div5
https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa-frequently-asked-questions

(1) Right to Know About Personal Information Collected, Disclosed, or Sold

& BR - BRGESN AENERIC OV TOBIREREICRET 515

a. Explain that a consumer has the right to request that the business disclose what personal
information it collects, uses, discloses, and sells.
EEXENVIE-FA-BR-RETHEANBRICEALUEEENRRERIEEE THIEDRA

b. Provide instructions for submitting a verifiable consumer request to know and provide links to an
online request form or portal for making the request, if offered by the business.
KR NFEERAIBEAREE K (verifiable consumer request) & 4T3 A A, BELU. AV FMVFERDT+—L
FEER—RLAHHEE T ENLAD) Y

c. Describe in general the process the business will use to verify the consumer request, including
any information the consumer must provide.
AANERFRCEBENMRETREFEREZST) DM ERA

d. Identify the categories of personal information the business has collected about consumers in the
preceding 12 months.
EXRENBE 12 7 ARICRBLIEREEO LZBEABROATI—DY R
The categories shall be described in a manner that provides consumers a meaningful understanding
of the information being collected.
LEATI)—F. REFEABRISOVTHEENEKRH SBMETHIENTELIIICEH LA
[FhiFiEniiny,

e. Identify the categories of sources from which the personal information is collected.
LEMEFEAFEROAFTOLATI—,
The categories shall be described in a manner that provides consumers a meaningful understanding
of the information being collected.
LEATI) . BEBERICSOVTHEENERHIEMET HIENTELLIICHRE LLITN
(FARBARN,

[5Y)24)L=F M Shine the Light ix] California’s Shine The Light Law HJTAIL=FMD TS\ —{R#EELTIE, HIRSNIME
Dt Shine the Light i5H%8 %, %85, “Shine the Light”[Z XD EANEREFIETICIAE LTI IOEK, RIEOESITUTOEY: B
EEI. FTOREEN 20 ALLLETHY. MO BIBERIZFALIN— T4 DEMTEC LRG| BZRNHSREE (customer) DE N IE
#R(personal information) ZMHIZBIRLI-CENHDHE . BHRBEREDFERITHEL. BEIZ 1 A, BRLZ{E A& (personal information) D&
FBDACS LU ZFDETEEZZED AW - ERERRLZITIELSALM(1798.83(a),(b), (c)(1), (e)(1)). CERARS) BEEMN BRI LT
|ZFEIBA I Z(affirmatively) ICE B LV RY HEFATRETHRWNIEA ThaIY)  F=E. BEA UK TOFELEEERLIGAIZIT HZHA
RETHHEVWIE G TRT IR EASEL. CNhETSANL—R) O —CARLEFITRMULA DBERICLS LR OB RIETHEEETR
H3155(1798.83(c)2), (FDHMM TERAIN DM - EHFSA/3>—EDFHB) Consumer Federation of California DfRER
[nASA-TS5118—{R85%] CHAPTER 22. Internet Privacy Requirements Wikipedia 1@¥5 (CalOPPA),
B Web YA bEEF SV —ER[7TVEEZEOINEEE (EEE D IX. HIAL=_THIZBETIER-Y—EREDHEESR
(THEH 1) DA AT 8E771E R (personally identifiable information) (TPIL) # R vb L THET B E. TS5/ 0 —RKS—% Web A+
188 L Z D MBIE ATREIC LA 1T IR AR5 45U M(22575(a)),
(FSANR—RYL—DRHBEE) (1) B PIBSLIVZOHEEE=ZFOERATI)—. (2) EEEN. HEEN PLORNBERE FTIE
ERTEFEFZAELTCVSBEICIEZDOFE. ) RIL—DEXREGHETOBIFR. 4) T4/ —RI—FE$B. 6) EEEMNEE
EDAUSATHBEEZIS T ZBE . Web TS5 D Do Not Track”(DNT) 24 /L) (<xt LANET IS i L TLI B A D EBA (DNT &
GFIVICIECBMEZEIE T REBITEUEE)  OFNBEMSNSYF U T IE#REZ > TSR TIEA Web A M 2D A—H XSy
FUTEEBLTWNDIEVSERDU T FILEEIETEDH ., 158, “tracking” EIZELEDEED legislative analysis (R XTHEEH AR
HEEADERSIVLUZBEADTHELVELOTOTI7AILERIZERT 5,
(CalOPPA I 2 DM ) ERFEICKYKISIERELZDA, —HED Web A& DNT ZRIZISLHEWETHREN L, ThlE. Th
IZIEC&SET B E. Google Analytics, AdWords Z% FI| i TE 15555 T#H D, () Target Privacy Policy (Google Turn “Do Not Track”
on or off DEF) Chrome FfzI& Android T/31 X T Web ZEE T 5156 . BFET —2ZWMBFEL(ITEBIINEES Web YA MMIERTE
%, ZO DNT #EEX T 74 LR TIRA TI12Ho TS,
(DNT A IGEEE BT DR R) L E B FTZ “How We Respond to Do Not Track Signals”. “Online Tracking” . “California Do Not Track
Disclosures” FDIZE THRLUEFNILESALY,
(3% Consumer Federation of California “California Online Privacy Protection Act (CalOPPA)” July 29, 2015, PrivacyPolicies.com “Your
Privacy Policy Must Include a “Do Not Track” (DNT) Clause” Morgan Lewis & Bockius LLP — Carla B. Oakley, Gregory T. Parks, W. Reece
Hirsch and Mark L. Krotoski “Privacy Policy Requirements” November 13 2019, Lexology
(CalOPPA M#{T) CalOPPA [ZIXZ R LI-I5E DT EANME SN TN, UCL [TEDE, () MBELEREZ DM R E E11XG)
RAEFRFICKVIBEEZE 1= (private claims)h 2 ERATRE,
[CCPA BTt )&%t Privacy Policy SEE##l] Nicole O. “California Privacy Policy Template” PrivacyPolicies.com

Y [EANEROAFTOATI— /" MB-RWEOEHEN-EFIEHN] Chile HNIEFE I RETEM,
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https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?sectionNum=1798.83.&lawCode=CIV
https://consumercal.org/about-cfc/cfc-education-foundation/california-online-privacy-protection-act-caloppa-3/#sthash.tujUzAhM.dpbs
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=8.&chapter=22.&lawCode=BPC
https://en.wikipedia.org/wiki/Online_Privacy_Protection_Act
https://www.target.com/c/target-privacy-policy/-/N-4sr7p?Nao=0
https://support.google.com/chrome/answer/2790761?co=GENIE.Platform%3DDesktop&hl=en
https://support.google.com/chrome/answer/2790761?co=GENIE.Platform%3DDesktop&hl=en
https://consumercal.org/about-cfc/cfc-education-foundation/california-online-privacy-protection-act-caloppa-3/#sthash.tujUzAhM.dpbs
https://www.privacypolicies.com/blog/privacy-policy-dnt-do-not-track/
https://www.privacypolicies.com/blog/privacy-policy-dnt-do-not-track/
https://www.lexology.com/library/detail.aspx?g=993472b7-7ed9-47af-a72f-77a3b4118e8d
https://www.privacypolicies.com/blog/california-privacy-policy-template/

f. Identify the business or commercial purpose for collecting or selling personal information.
BEANEROBRFE-IERFTDERFBHFEIETEFEHH,
The purpose shall be described in a manner that provides consumers a meaningful understanding of
why the information is collected or sold.
EREMIE, AEZEABRISREEERFTEINSIERIODVTHEENERHLIEMRET SH
ENTEDLSICERBLEZITNILESEL,
g. Disclosure or Sale of Personal Information
BENEROBATE LR IZET 515k
1. Identify the categories of personal information, if any, that the business has disclosed for a
business purpose or sold to third parties in the preceding 12 months.
EXENBE 127 AMICEE BN TRARLELEIE=FICHRELEAERGLHNIT) D
H7—
2. For each category of personal information identified, provide the categories of third parties to
whom the information was disclosed or sold.
BANEHROATI) L2, TNERATRELIEIRELE-EFAE=E *0AH73)—
3. State whether the business has actual knowledge that it sells the personal information of minors
under 16 years of age.
BEENBIC16 MRBORBMEFLBHL TV E=BDOEANBERERTEL-AED
(2) Right to Request Deletion of Personal Information
BN EHROEIBREERIEIZAT H1FHR
a. Explain that the consumer has a right to request the deletion of their personal information
collected by the business.
HEBENBXRBICLYRE - RESNAEANRROBIBREFERT HENEZFETHIL
b. Provide instructions for submitting a verifiable consumer request to delete and provide links to an
online request form or portal for making the request, if offered by the business.
AANHERABEGERETOIAE. BLUR T UFMUBERITA—L-R—RILDHHEHEE T TNEA
DIy
c. Describe in general the process the business will use to verify the consumer request, including
any information the consumer must provide.
AANERFRCEBENMRETREFEREZST) DM ERA
(3) Right to Opt—Out of the Sale of Personal Information
BENIFROBRTEA TR 7O MEICET SR
a. Explain that the consumer has a right to opt—out of the sale of their personal information by a
business.
BEEICKAHBENEROBRTEICREALEEEN A TN T IERIEEZE T HEDEHHA,
b. State whether or not the business sells personal information.
EXENMENBRERTT 50BN
If the business sells personal information, include either the contents of the notice of right to opt—
out or a link to it in accordance with section 999.306.
BEENBEANBRORFEETISE . ARAI 999.306 AN IERDIRFTEDA T 7 (2B
T HEH] 12/ o=, TR T IMEIC OV TOBRMAR (F=EHZRE~DIUY),
(4) Right to Non-Discrimination for the Exercise of a Consumer’ s Privacy Rights
EFRITEZERICENZSNGUVMEFRIICE T 515
a. Explain that the consumer has a right not to receive discriminatory treatment by the business
for the exercise of the privacy rights conferred by the CCPA.
JHEE(L. CCPA LDEFZITHELI-CETEHELTERENERIMEIREZ TEULVE
MEETHILDEHRHA

P[E=E] 40wWDIE=ZFEIOERICINIE, RFRFEBEETE=ZFIUEFAEN, Y—ERARBBRIIE=FIIETIEL (BLEHR
HELLTOEHLHE-TI5E GIAFENHSHHE) €O,
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(5) Authorized Agent
KEANIZET H1EH
a. Provide instructions on how an authorized agent can make a request under the CCPA on the
consumer’ s behalf.
HKEEANIZKD CCPA LDFERAEIZDLNTDERA,
(6) Contact for More Information
B&EEICDONTOHA
a. Provide consumers with a contact for questions or concerns about the business’ s privacy policies
and practices using a method reflecting the manner in which the business primarily interacts with
the consumer.
BEEDTSAN—R)—BLVTSAN\—IZBE T HEHER (practices)IZEAL . HEEHNE
E-BREMEEL-ODERE (BEENHEBLOYLEY T IELFEEERLIER L)
(7) Date the privacy policy was last updated.
BT AN —R—DREEHH
(8) If subject to the requirements set forth in section 999.317, subsection (g), the information compiled in
section 999.317, subsection (g)(1), or a link to it.
BEENKHA 999317 DEHBDRMRELGDIGEN FTHAHULOEEEDEAFREEBMAA—R
THBAZITIBEEZDHE]. 999.317MICEDH S ERBIEFEDHEEINSDEFERDZHE -3t -
FIGES DHEHIEILFER~ADI V5%
(9) If the business has actual knowledge that it sells the personal information of minors under 16 years of
age, a description of the processes required by sections 999.330 and 999.331.
EEENRIC16 RRBORBESELRHL TV -EDOBENEFRERTELIZEIZIE. 999.330 H&
U 999.331 TEREND[A TV DIF DA

Note.: Authority cited: Section 1798.185, Civil Code. Reference.: Sections 1798.105, 1798.115, 1798.120,
1798.125 and 1798.130, Civil Code.

[§8 999.309~ § 999.311 [XF 1 REDELEHM DALY

Article 3. Business Practices for Handling Consumer Requests

Article 3. JHEBDFER~DXIG

§ 999.312. Methods for Submitting Requests to Know and Requests to Delete
§ 999.312. FATRIERE L UHIBRFER DA%

(a) A business that operates exclusively online and has a direct relationship with a consumer from whom it
collects personal information shall only be required to provide an email address for submitting requests
to know.

BEEHEIX AUFAOTOHEEZTV. DD ZDEANBRENGIHHEELOEZDOER "HHD
A ARHBEELRRBRETIEOIT. EFA—IIWTRLRAOARATINIERY S,

All other businesses shall provide two or more designated methods for submitting requests to know E %
B, LRBUNDGZE[F T4 DEE] BEEVNRRBERETHILOIZ. EHO A EEREELLE TN
(FEBA0N,

including, at a minimum, a toll-free telephone number.

CDEBDOFEICIE. FIER. 7U—FAVILTOEBEFENEENLZTNITESAL,

Other acceptable methods for submitting these requests include, but are not limited to, a designated email

7 CHRSLOEEOBER] HEENEEED Web YA+, 7T)D1—FTHEIZOMZREET LEDND,
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address, a form submitted in person, and a form submitted through the mail.

D) ERDEFA—ILTRLRA, FELADEREIA—L ., BEICKBIFBERIAL—L,

(b) A business shall provide two or more designated methods for submitting requests to delete.
FEBIL HEEDHEIBRBERETIOIC. BROAEEIEBELLZITNIEESEL,
Acceptable methods for submitting these requests include, but are not limited to, a toll-free phone
number, a link or form available online through a business’ s website, a designated email address, a form
submitted in person, and a form submitted through the mail.
BN TYV—F AV IILTOEEE, BEED Web YA SALSAU THIATRER) VU EIETH— L
BANEE. ERAEFA—NWTRLAANDA—=)L, [BAFHIFERET+—LDOFIEL-EIHE,

(c) A business shall consider the methods by which it primarily interacts with consumers when determining
which methods to provide for submitting requests to know and requests to delete.
EXEBQ. FARBERELVEIRBROAEZRET DICEL EEEFELDIZI A =r—2ay
(interacts)[A AU ED M, RIEFHLZDNFELRON DD HEEEBLETNIXESELY,
If the business interacts with consumers in person, the business shall consider providing an in—person
method such as a printed form the consumer can directly submit or send by mail, a tablet or computer
portal that allows the consumer to complete and submit an online form, or a telephone by which the
consumer can call the business’ s toll-free number.
FEEIE HEEESETO( person) Y EUNH LG E[EERHEFLEOND] ULTOWT g
BELETNIEESRL,
CHEENOEEXEADBEREOFELE LEBE
CHBEMNITLYNERIZ/RVaAVOR—2LICAALEE
« D —FAXIITDES

(d) A business may use a two—step process for online requests to delete where the consumer must first,
submit the request to delete and then second, separately confirm that they want their personal
information deleted.

BEHIX AUSMOTOREIBRBERIZEAL. ROZBEOFHREHEATLIENTEDS 2,
- 1 RS HEEMHIBREFEKRTHIL
- F 2R HEELNTORIBROBERLAGRERTHIL

(e) If a consumer submits a request in a manner that is not one of the designated methods of submission,
or is deficient in some manner unrelated to the verification process, the business shall either:
EBXEQ HEBNEE S EZUND A ETOMASH DT E % (deficient) 555 ({BLA ANHERIZE
THLDERR) THKRLIZGE . UTOWT D DREELEITNIEESELY,

(1) Treat the request as if it had been submitted in accordance with the business’ s designated manner,
or
BEAEICRWNVGESNFERELTIRO T L

(2) Provide the consumer with information on how to submit the request or remedy any deficiencies with
the request, if applicable.
HEBEICHLUIBEAE., FE. FEUGERNREMRETHNIEZTDORESZEERT HIL

Note: Authority cited: Section 1798.185, Civil Code. Reference.: Sections 1798.100, 1798.105, 1798.110,
1798.115, 1798.130, 1798.140, and 1798.185, Civil Code.

2 [HIBREBRICBIT D _BBEOREFHOLEA] £ 1 RETIE shal"THY ZBRFEFHROFANRZE TH o7z, LML, F 2 RETIE "may”
[SEEEShEE LG ST,
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§ 999.313. Responding to Requests to Know and Requests to Delete
§ 999.313. BATREERE L UHIBRFE R~ DR IE

(a) Upon receiving a request to know or a request to delete, a business shall confirm receipt of the request
within 10 business days and provide information about how the business will process the request.
EEHIL BRFBRELISBIBRBEROZER 10 EXAURNIC, BXHEEFICHLZOZEEHERELX
IS A EICEAUERIRE LGN IEXESA,

The information provided shall describe in general the business’ s verification process and when the
consumer should expect a response,

FRREBERICIEIAAERFHOBES LV FERICEMICET 5HRAZEHE T NIEESELY,
except in instances where the business has already granted or denied the request.

BL. BXENLEZBERICHT A GERIATOEITESLIZEEER

The confirmation may be given in the same manner in which the request was received.

EEEHIL LROZERERE. FEREZBLEZOLRALHFZEM: EFA—IILTHRERZITEFA—IL TR
EFERITITICENTES,

For example, if the request is made over the phone, the confirmation may be given on the phone during
the phone call.

(B BERNBIETHSNDEE . TOBEDP TREHER T NIEEL,

(b) Businesses shall respond to requests to know and requests to delete within 45 calendar days.
EEHIL BRFERICIHL 45 BEBLAIZELETNIEGESEL,
The 45—day period will begin on the day that the business receives the request, regardless of time
required to verify the request.
045 EHIF. RAERICETIRHMZEOT . BERZEAMOEBELLGTNIEESA,
If the business cannot verify the consumer within the 45— day time period, the business may deny the
request.
EBEEE.ZD 45 EHPICRAHERTEGGES . BRBEBRANOREEIERTEHIENTES,
If necessary, businesses may take up to an additional 45 calendar days to respond to the consumer’ s
request, for a maximum total of 90 calendar days from the day the request is received,
BEEHI WEGGE. ACHMEE. BEIC45 HEB.FRZEANSEHLTHRK O BAMICERY
BHIENTED,
provided that the business provides the consumer with notice and an explanation of the reason that the
business will take more than 45 days to respond to the request.

BL. EXEHL, FRITEEFITHL, MISIC 45 BELULEYT HERAZHAT I LEEHLET S,

(c) Responding to Requests to Know

FREERADXIIG

(1) For requests that seek the disclosure of specific pieces of information about the consumer, if a
business cannot verify the identity of the person making the request pursuant to the regulations set
forth in Article 4, the business shall not disclose any specific pieces of personal information to the
requestor and shall inform the requestor that it cannot verify their identity.
& N &3k B {A(specific pieces) DRIREAERIZHLTIE, FEEE, KiRA Article 4 DEEE DK AHE
RIHVEREORANERNTELGMGE . BRBEANRRO—BTHOTERARLTILGST . F
REICRKANFERTEEVEBRILEZTNIEESRL,
If the request is denied in whole or in part, the business shall also evaluate the consumer’ s request
as if it is seeking the disclosure of categories of personal information about the consumer pursuant to
subsection (c)(2).
BEAL BEROEHFEIE—EEIEET T AIHEETHOTH, BB RETRD)IHFE-T-EANEHR
DATIA)—DFREREL TR AIRETHIMNENEFHI BT LA TN IEARSA,
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(2) For requests that seek the disclosure of categories of personal information about the consumer, if a
business cannot verify the identity of the person making the request pursuant to the regulations set
forth in Article 4, the business may deny the request to disclose the categories and other information
requested and shall inform the requestor that it cannot verify their identity.
BEANFEROATI)—OBRGFERICEAL. BEEIL. KA Article 4 DEEE DR ANFERIIZHRGE
REDKANEZRNTELGMEE . %A TI)—ZOMBEREROBMTEIEETELLDEL. 55>
FICARANERTEEVEBRLEZTNIEESREL,

If the request is denied in whole or in part, the business shall provide or direct the consumer to its
general business practices regarding the collection, maintenance, and sale of personal information set
forth in its privacy policy.

BXEQ.FBROLBEE—HEIERTHHEETL HEFIIHL, BAFROIREG - RE - R5E
[CBET 2FHEED—MRIEFZER (practices) THO>TT A /1\—RY—IZRRBE SN TVIAEE
SBAFEIEEALLZFNIEESEL,

(3) In responding to a request to know, a business is not required to search for personal information if all
the following conditions are met:

EXE X FARBERADOFRGIZEVNT, LTOETOEHKER-TIHE. BRIN-BEANERER
RIDERFBEADLG 2
a. The business does not maintain the personal information in a searchable or reasonably accessible
format;
EEEN, AEZBEANERERBEARELR (FIEEEBNICTVERAEER) B TRELTLVENIE
b. The business maintains the personal information solely for legal or compliance purposes;
EEENLRBEABREEZNE I TIATUORAOEHATOAFRELTNSIE
c. The business does not sell the personal information and does not use it for any
commercial purpose; and
EEENEZBEABFRERTET . N O BEEMTHALLGNIE
d. The business describes to the consumer the categories of records that may contain personal
information that it did not search because it meets the conditions stated above.
BEEDN. LEEOEHLHLBRRLGASBAANEBAEENTOSAREENH LT —2DH
TOV—ZHEEICHATEIL

(4) A business shall not disclose in response to a request to know a consumer’ s Social Security number,
driver’ s license number or other government—-issued identification number, financial account number,
any health insurance or medical identification number, an account password, security questions and
answers, or unique biometric data generated from measurements or technical analysis of human
characteristics.

EEEHE.BFRGBRICHL. LTORBHREFARLTIET @G0,

-2 REES . EELRRHIMETOMBATFHEITID

- &t O FEFE S (financial account number)

- BERIR-EEID

c TAIUMNRT—R (FEEFX2)T—DEMEEZ)

- N OEHAE B OIS E RSN - E KRS T —%(unique biometric data generated

from measurements or technical analysis of human characteristics)?

B[RREZELEWMER] #-oT XX BEFELOEERNE. EX 1T —HASTOREREE. TORTRERSH>TH, COEEEH -
FTRRY. bEhESHREBELTERERAAETHELFRTTILEIGVERHOND,

*CHEEADORFREL] 1 RETIEQ)ICIBEEE. FRICKY. BABROEF1) 71— BHEBEOTHIMELIEEEEFEDIRT
LFERFERINT—IDEF2To—IZ. EX-BPEN DA GERIRINELSIGE . LREAEREHEE ICIRELTIILRSALIEHTE
ENTUL=, LU, 5B 2 RETILHIBRENF=. BL. 5 2 RETHOIDREEFEIN TS,

2 [A DO ERFEEEFII O SER SN =T EFREBRET—21] 2019 £ 10 ADHY T =T T —H2EE % (California’ s
Data Breach Notification Law)DERIETF R (MENIEHRIDEZRILK) D 1798.29 (2)(1)(F)IZRE L Unique biometric generated....” D1 &L
T BEAZBREICFIASNBIER. IR, MEZEGENBTFLNTHEY. ShEiEd LB hHnd, F1-. CCPA 140b) TERIN TS ERKFR
SE1E#R | (Biometric information) EHEILER HND,
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The business shall, however, inform the consumer with sufficient particularity that it has collected the
type of information.

BL. BXEHE HEEBICHL, REL-EAFEROBEH (type) 2OV TIE+2EARBICIHERIZH#L
TFNIFEBA,

For example, a business shall respond that it collects “unique biometric data including a fingerprint
scan” without disclosing the actual fingerprint scan data.

B FEWMRAF v T—2BERIERARLGNT, ERRAF v T2 SO AR T —2IEIEL
T: = @ Ho

(5) If a business denies a consumer’ s verified request to know specific pieces of personal information, in
whole or in part, because of a conflict with federal or state law, or an exception to the CCPA, the
business shall inform the requestor and explain the basis for the denial, unless prohibited from doing
so by law.

FEEXL. EAANERBE A (specific pieces) DFIRERZE . B E(TINDERICEATHIEF (T
CCPA DI RTE (exception) B EH T A LEEAICEDLMBELIE—BITOVWTHIGEIES TS
BEVHEBICHLZOERAL., CGESLEENNBLEINhTVSIEEZRE. VEESDOIRIEHEAL
TFNIFESAL,

If the request is denied only in part, the business shall disclose the other information sought by the
consumer.

BEXEE. BFERO—BOAEET DHE . EREIN-MOBERIEBFRLETNIEGESAL,

(6) A business shall use reasonable security measures when transmitting personal information to the
consumetr.

EXEF, BAFREFRE(SEE transmit) T HHE . SEMGEX 1T —HEZELGINIL
TEBH7ELY,

(7) If a business maintains a password—protected account with the consumer, it may comply with a
request to know by using a secure self—service portal for consumers to access, view, and receive a
portable copy of their personal information
BXEQ HEBEDN RV —RFTRESN[ZBEEBEOY—ERDITHAVUNEET H5HE . Bi%H
BEORATERICHL, EFa) T — P HERSNEEENZIHSBEOBEANRRICT VX -EH
BEHIUVR—E2TILIEaE—D AFENTESDHR—4)L(self-service portal)[Web R—IZ & FE L\t IG
THIENTED,
if the portal fully discloses the personal information that the consumer is entitled to under the CCPA
and these regulations, uses reasonable data security controls, and complies with the verification
requirements set forth in Article 4.

BL. L TOLTOEHREH-TIHEICRS,

CHEED, BR—2)L 05 COPA BXURRA LRATRKRELGLIETHOEANBEREAFTESS
&

s BERAR—LITONWTT—2EX T —EEEMLEIVFO—LAGEN TSI E

« BAR—2)LET, KiRA| Article 4 CEEBEDARAHERITERINOIRKAFERINGEINEI L

(8) Unless otherwise specified, the 12—month period covered by a consumer’ s verifiable request to know
referenced in Civil Code section 1798.130, subdivision (a)(2), shall run from the date the business
receives the request, regardless of the time required to verify the request.

B EX D FEBHHZELEY  CCPA1798.130(a)(2)ICFE O HRARER DR R LT HFERZEHRAI12 HA
DEAM . RAFERRIC ET%)E#FEEIE 2T ERZEAISERELGINEESA,

(9) In responding to a consumer’ s verified request to know categories of personal information, categories
of sources, and/or categories of third parties, a business shall provide an individualized response to
the consumer as required by the CCPA.

EEEHE. EAFER. )\%ii?‘—li[ LR -RGEE - EBEMBAREDIE=EDOATI)—IZEL
BREREZT-BE. i5KEBEZ LDEZ (provide an individualized response)ZE LA T IXAESAELY,
It shall not refer the consumer to the businesses’ general practices outlined in its privacy policy
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TIAN—R) o—IZRB SN — BN BEZRET ST TH o TFESAEL,

unless its response would be the same for all consumers and the privacy policy discloses all the
information that is otherwise required to be in a response to a request to know such categories.
BL. FBERIZHTIEBENETOHEEEIHLTRILAREGY MO ETOFERIATI—INTS4/
NO—R)—ETRRINTLSZE LR

(10) In responding to a verified request to know categories of personal information, the business shall

provide:
EEXEHX BEANBROATI—ITOVWTCHRFEREZT-HE. ULTOREZHRAREEILLG TN
FeAYA AN

a. The categories of personal information the business has collected about the consumer in the
preceding 12 months;

BEENBE 20 ABORICERGEL-AZEREOEAERNTI)—

b. The categories of sources from which the personal information was collected,;
LEZENIERD AF st(sources)DATI)—

c. The business or commercial purpose for which it collected or sold the personal information;
LEZAANEREZRGEL-EHBEMLLIIEERN

d. The categories of third parties with which the business shares personal information;
LEBENEROLBEE=EF *OH73)—

e. The categories of personal information that the business sold in the preceding 12 months, and for
each category identified, the categories of third parties to which it sold that particular category of
personal information;

EEENBE 120 AOBICRFEL[(AZFREOMEABROATI)—. LK. TOEANE
LOATI)—ZLIZZEDRFTEEE=ZFEDOHTI)—

f. The categories of personal information that the business disclosed for a business purpose in the
preceding 12 months, and for each category identified, the categories of third parties to whom it
disclosed that particular category of personal information.

EEXENBEE 120 AORICEBEBEMTHRRLEZBARROATI)—. LU, TOEANFER
DATI)—CELIZZEDRATREE=E YOATI)—

(11) A business shall identify the categories of personal information, categories of sources of personal
information, and categories of third parties to whom a business sold or disclosed personal
information, in a manner that provides consumers a meaningful understanding of the categories
listed.

BEEF.EANER- AFAF ARG -FAREE=ZEOHTI -2 HEEVERHLEMRE
THIEMNTELLORRLTHRLETNILESELY,

(d) Responding to Requests to Delete

HIBREER ~D XTI

(1) For requests to delete, if a business cannot verify the identity of the requestor pursuant to the
regulations set forth in Article 4, the business may deny the request to delete.
AIBREERICEL . BEF(E. KRB Article 4 CHEBEDOARAFERHREVGEREBDRANERNTEL
LWMBEE . RHIGEETTHENTES,
The business shall inform the requestor that their identity cannot be verified.
ZDIHE . BEHEIIFEREITHL. ZIKAEEHE'C%&L\ BERILGE T NILESELY,

(2) A business shall comply with a consumer’ s request to delete their personal information by:

EEXEFFHRRFRICHLUATOVNWT MO DA ETHISLETRIEESRE,

% [H=F] 140wWDTE=FIOERICENE, RBRE/FEITE=ZFIEFLLGD S—ERRBEERFIIE=F IITEFTIEL(ELEK
RIMEELTOEHLHE-TIHE GIRARENH B ER) TR,

7 [E=F] 140wWDTE=FBIDFERICENE, RBR/BEIE=FUIESFTNGV Y—ERREFLSME=EF IITEFLELBLEH
RMEBELLTOERLE-THE GIFARELNHHHER) ERO.
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a. Permanently and completely erasing the personal information on its existing systems with the
exception of archived or back—up systems;
BEEDIVRATLUBLT—hATRERIEN\VITYTRI AT LER) H D LB NEREK
AMDOTERICHIBRT B,

b. Deidentifying the personal information; or
LA ANIEREIEH AL T H(de-identify) ik

c. Aggregating the consumer information.

LZHBEEDERTSE S t(aggregate) T 55 &

(3) If a business stores any personal information on archived or backup systems, it may delay compliance
with the consumer’ s request to delete, with respect to data stored on the archived or backup
system, until the archived or backup system relating to that data is restored to an active system or
next accessed or used for a sale, disclosure, or commercial purpose.

EEEHIL BEANERET—HATAFELENNVITYTRVRATLLETRETDIHE. BV ATLLE

[CRESNEANERICELTI. LTOVWTIAODRFRET. INZTHIBRTHIEEELLLY,

« BRSO XT LN E A(active)V AT LIZETTENT-BF

- LZEANFERD . RICHKRFE-BRFELIEEEENTHRTA-H7 /X - FIHSN =K

(4) In responding to a request to delete, a business shall inform the consumer whether or not it has
complied with the consumer’ s request.

BEEE, HIRBRAORGIZENT, HIRELE-AENZEELGZTNIELES,

(5) If the business complies with the consumer’ s request, the business shall inform the consumer that it
will maintain a record of the request as required by section 999.317, subsection (b).
BEELHIBRBEKRIGLAHHEE. 999.317(0b) ICKYERSNDEY . BB RDEHEFIE 24 H
BEIRETHEHEHEEITEMLULZFIEESM
A business may retain a record of the request for the purpose of ensuring that the consumer’ s
personal information remains deleted from the business’ s records.

EBXAIL HIBRBRDELHE. AR HEBDOAANBEROBXRBDRENSRIBRIN-FFICLELL

ST B0 RETHIENTED,

(6) In cases where a business denies a consumer’ s request to delete the business shall do all of the
following:

EEXEQ, HIRBRICHTEIRAEEIEET T HHE . L TORTORIEEZTHREITNIEGRSAL,

a. Inform the consumer that it will not comply with the consumer’ s request and describe the basis
for the denial, including any conflict with federal or state law, or exception to the CCPA, unless
prohibited from doing so by law;

HEBEICHL. HISEES LUV ZORMGEFET = (TMEITERT ST EFETIE CCPA LD
S BICERET AL F(ENIER LEZE SN TOVELRY) BT HIL,

b. Delete the consumer’ s personal information that is not subject to the exception; and
BN KRN DENEBREHIFRT HE

c. Not use the consumer’ s personal information retained for any other purpose than provided for
by that exception.

REZ#REIT HEANFERZHNM A58 OBTRIALGLIE,

(7) If a business that denies a consumer’ s request to delete sells personal information and the
consumer has not already made a request to opt out, the business shall ask the consumer if they
would like to opt out of the sale of their personal information and shall include either the contents
of, or a link to, the notice of right to opt—out in accordance with section 999.306.

5 [CCPA LHIBREERZIEETESHISNEE] (105(d) FEXEENUTOEMTRETH-OIIRERIEE, 1)HEEEOZKET (B) BE|
BT WGB3 — LB, GEXSN- R G -—ERRE, QF 1) T—HR. QT /\vJ OBEFF-IMOEOREDBEHEST
- (REEZ DMERER T, OMMEFBIET T4/ —EBF, OFTEFHEH-IHE-EL-HANHAR. DHEEELOBR LY
BEEDOSENTHRERNOLNR - NEFIA. OENZBEEST. (DT, HEENZTOEANEREZRULUKRICERT HEELS LT
DRERFIA
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BEEI HEEOHIRBRZIES T 256, AHBEENA TRTIMNEREL TRV EE(E,
HEFICEABRORTEZA TT O 20ENMESI. H D, 999.306[E AEIHRDIRFTDOF T+
TOMEICET HBH] ITRWATRTIOMEICEET 2RMOABE L HZEBHMAD U VERTR
LT diznizy,

(8) In responding to a request to delete, a business may present the consumer with the choice to delete
select portions of their personal information
EXEHE, HIRRBRAOHGIZEWT HEBICEANBROBFEDEIHAZITHEE L THIRR T 5FEIR
RERTTHIENTES,
only if a global option to delete all personal information is also offered and more prominently presented
than the other choices.
{EL. £ TOE ANIFHREHIBRT 5:E Rk (global option)h M DEIREL[—ERDEIBRF]LYBIL DKL
FRRLEFNIXGESEEL,

Note: Authority cited: Section 1798.185, Civil Code. Reference.: Sections 1798.100, 1798.105, 1798.110,
1798.115, 1798.130, and 1798.185, Civil Code.

§ 999.314. Service Providers
§ 999.314. H—E RigftHE

(a) A business that provides services to a person or organization that is not a business, and that would
otherwise meet the requirements and obligations of a “service provider” under the CCPA and these
regulations, shall be deemed a service provider for purposes of the CCPA and these regulations.
[2,500 FKFILDIRA B EEHH =SV =6 CCPA 140(0)ICE & T DIBEF TR ULBEWNEIZY
—ERFRMITDEEETHOT. MDA TIL CCPA BLUARBRA| LD H—ERBHE I DEHEH
=9 &L, CCPA BLUAFRRA| L H—EXRREFLALIND,

(b) To the extent that a business directs a second business to collect personal information directly from a
consumer, or about a consumer, on the first business’ s behalf, and the second business would
otherwise meet the requirements and obligations of a “service provider” under the CCPA and these
regulations, the second business shall be deemed a service provider of the first business for purposes
of the CCPA and these regulations.

EEXEEEIBXRE)MIOBEE(F2FXE) ICHLE I BREBICRDYEEEIOEEFEILHE
BZITOVWTEANFEREZIRFTSEIERL. B 2 BEEHI O R TIE CCPA BLUKRIRANZHE DL
TH—ERRHE I OBEREB-LHIODERBEEITITAEE. F 2 FEE(L. CCPABLUKRMAAI L.
F1EBXEOY—ERREFLALGING, ®

(c) A service provider shall not retain, use, or disclose personal information obtained in the course of
providing services except:
H—ERRHEEIL. LTOWTIAD B TOUNEEZRE., H—EXRHOBETIEL-EAFR
R FIAFELIERARLTIGELAELY,
(1) To process or maintain personal information on behalf of the business that provided the personal
information, or that directed the service provider to collect the personal information, and in
compliance with the written contract for services required by the CCPA,;

H—ERRHEICHZENFEREIREL-F I —ERRBECHZBEANFRERESTHLE

2 [H—EFRREICHALEINDEE] hid. CCPA LDH—E RIBHEBDFEZ(140(v))IZHLVT. “Service provider” means ..to which the
business discloses a consumer’ s personal information ...." 3, ChiZ&nIE, U—ERBHEXBENEFRESEEISHRSINIETS
BHRESNTVNSANOTHEEREOLNS, LML, CORBIE 3140)IzENIE, FEBICRDODYEBHEENOFLITHBEIZOVWTEAE
WEMBIHELIH—ERRHEIZKALES,
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BRLIZBEZEICRDHY, CCPA LERIND Y —ERZHE TRV LB AFERETLEE (IR
I 5=,

(2) To retain and employ another service provider as a subcontractor,
DY —ERRHELTHEEELLTESIO @

where the subcontractor meets the requirements for a service provider under the CCPA and these

regulations;
BL. COHEE. B THEEEIL CCPA BLUAKA LY —ERRHEOEREB/I-ILTNE
YA AN

(3) For internal use by the service provider to build or improve the quality of its services,
H—ERREENECOY—ERDRBEZHIL-HETHELLBENELTH—ERREZDOANET
FATHED
provided that the use does not include building or modifying household or consumer profiles to use in
providing services to another business, or correcting or augmenting data acquired from another
source
BL. COFIAICE, BEEANERE. MDBEE~OY—ERRBICFIAT 5-OHEFEILHE
BEOTOI7AIVEEREILETET 51280, FlE (MDD AFTASIBLI-T—2ZETESE
Tz (X F#58 (augment) T BF=DIZFIAT S LT EENLLY,

(4) To detect data security incidents, or protect against fraudulent or illegal activity; or
T—RAEFa)T4— AT UM PE R T 50, Tl FEFISEEITAHZHILT 5128,

(5) For the purposes enumerated in Civil Code section 1798.145, subdivisions (a)(1) through (a)(4).
CCPA1798.145 [BISMRTE] (@)X ~MDIZFNFESNHBH D=8,

(d) A service provider shall not sell data on behalf of a business when a consumer has opted-out of the
sale of their personal information with the business.
H—ERBREE CHEENBEEICHLEAABRORFEEATT OGS, H&RFEEEES
2R HYIT-TIEGEDALY,

(e) If a service provider receives a request to know or a request to delete from a consumer, the service
provider shall either act on behalf of the business in responding to the request or inform the consumer
that the request cannot be acted upon because the request has been sent to a service provider.
H—ERREEL [BEENERIEEENORRERETHIRBREZT-HE. FXEITKDY
INIZH ST Dh . FzlE, R HEFICHLE RS Y —ERRBERBIZGSN- ORI TELRINEE
BRILEZTNIEGSREL,

(f) A service provider that is a business shall comply with the CCPA and these regulations with regard to

O [H—ERBHEHSDTET] #-oT. Y—ERBEBANBEENOZBLBAANERERIZTEITGEICE TLBICTHROTES
) IZBARL. BEFLOZY LR SAEANFROVIBOHFEANTHEASEDILETEELRDNS BL. COBE. DR THEEST
CCPA BLUARREI EDH—E RIBHE D ERER-SRTNIEESEND, H—ERBHEANRAREEOEREH-STEEEIC
ZYULLGWELTH, FBAIE 314@)ICKYRIREIFELEL,

S [H—EFRIEE SO REREEDO-OOBAERFADHFZR] “hif. CCPA EIFHRESATULAL, Ch(FBHIZIE, B4t Web YAk
LTt (BEE)EREOF U SAVEERERITTVNDIBEE (RN SDILERATHLHE - HFFICHELI/T)y v— L E
h3)HEHY A TERESh =Y A EARE (—3) D Cookie T—2(CCPA EDBEANIER) . A SA VG EEIEYV AT LIRMEE (H:
Google) [ZEIELIAEZEIELTELIy—ANBEEIN TS ERDOND, COIHFEIT, HEHEEN. 2D Cookie &, NIy v—DH—E
ARMEBELTHZIT IV Y—~DLERIEREERR - NETHILILTES, LHL., YREENID Cookie ZALNTIAT7AILE
ERFELIFETELT MDEEE~DLEEREY—ERDRMO, thD S A D DZELIZFE—I1—F D Cookie T—RERELT—4%ET
E-#RTA2EEFZIEENn5,

2 [F=atEXa)T1—1UITUR] BERMICIEN\YF T EEETERDND,

% [CCPA1798.145(a)(1)~(M)I=H|#ESh 5 B 1]

(OIEFR, ME= T D EEEETTHIE,
(2)E3B. WE(THBOLBIZLIRE. FIESFIERHEHR LOEBR. AE. BRSKFLIEFEHKICECEIE,
QRVFBE£E. H—ERIBHEFIIE=FIER. MELEHBOEISERL TV EAEHIZRONABSICEVTERTURIZH AT
52k,
(DERMER DITEEIIFEEITSE,
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any personal information that it collects, maintains, or sells outside of its role as a service provider.
BEETHAIY—ERRHRBIL, Y—ERRHEBFLLTOILIGUNTIE., REFFEFLIERFTTSEAE
HITDOVWTIK[EXFLLTICCPA BLUARRBNEETFLEITNIFLRSAEL,

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.100, 1798.105, 1798.110,
1798.115, 1798.130, 1798.140, and 1798.185, Civil Code.

§ 999.315. Requests to Opt—Out
§ 999.315. A 7O DEE

(a) A business shall provide two or more designated methods for submitting requests to opt—out,
FEEF UTEED. ATRTIMNIODVWTERDIEEFERAZEIETE - RELBTNITESL,
including an interactive form accessible via a clear and conspicuous link titled “Do Not Sell My Personal
Information,” or “Do Not Sell My Info,” on the business’ s website or mobile application.

FEED Web YA LFE=IET7 T, BABETH 3L D(conspicuous) “Do Not Sell My Personal

Information” (F7=1&“Do Not Sell My Info”) YUV EBE HBENZTD) D IONSAES)TATHE I+

—LEFATEDLIICTSHIL,

Other acceptable methods for submitting these requests include, but are not limited to, a toll-free

phone number, a designated email address, a form submitted in person, a form submitted through the

mail, and user—enabled global privacy controls, such as a browser plugin or privacy setting, device

setting, or other mechanism, that communicate or signal the consumer’ s choice to opt—out of the sale

of their personal information.

BEHIL LM LUTICHIRT DFBFRAEELDHIELTES,

- ) —F AL TDHEE

- HEETRELAADEFA—IL

« EEDEERK (submitted in person)

- BMETOFERES

s A—H(ZKBTA—N\IILTS5A /3 —a kA— )L (user—enabled global privacy controls) (4§l : 75945 D
TSTAVEETSAN—BE. TNNARABESH) ™

- ZTOM GHEENMENEBROATITOOERZEZEM - R R(signa) TEDELD,

(b) A business shall consider the methods by which it interacts with consumers when determining which
methods consumers may use to submit requests to opt—out, the manner in which the business sells
personal information to third parties, available technology, and ease of use by the consumer.
EEEFCHEELNFATEDA TN T ILDBERAZERET BICEL. BEENE=FICAANFER
ZHRFETAHAE. FIARELGRTBLIWHEEICLSFALBIEZ B LA T NIEGESLL,

At least one method offered shall reflect the manner in which the business primarily interacts with the
consumer.

ZTDHEDVIEEE 1 DX BEENEHEFLOYEY -RIEFT Slinteracts) T LA EEFRMLI-LD
TRITNIEESEEL,

(c) A business’ s methods for submitting requests to opt—out shall be easy for consumers to execute and
shall require minimal steps to allow the consumer to opt—out.
ATNTILBEROFZIE HEENFIALSL RINBDFHETATNT IR TEL LD TRITNIEES
AN

U [A—HI2kBTA—1 TS50 —avka—)L] FIZIE. ()Apple D Safari TSI HITHAFEN TS (pluginA o TIDTU b bSyEY
5 TR 23> (Intelligent Tracking Prevention) ITP)(Cookie [Z& AR5y B IEHEEE) | (i) Google DT 57 H (Chrome) TD Cookie
MMEFEZEKRTHERHOND,
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A business shall not utilize a method that is designed with the purpose or has the substantial effect of
subverting or impairing a consumer’ s decision to opt—out.

BEEL HEBEEDA TN IRDREZEL L (subverting or impairing) B BIE - IIEBERTIELNH DS
EERAVTIEGSAL,

(d) If a business collects personal information from consumers online, the business shall treat user—enabled
global privacy controls, such as a browser plugin or privacy setting, device setting, or other mechanism,
that communicate or signal the consumer’ s choice to opt—out of the sale of their personal information
as a valid request submitted pursuant to Civil Code section 1798.120 for that browser or device, or, if
known, for the consumer.

BEEI . AUSAUTHEENSBEANEREMEBIH5E. 1—HICkDTA—N\ILTS/4/30—a
kB—JL(user-enabled global privacy controls) (LA FIZHIRT B) %, TDIT 0¥ E=IET /1 RIZH
T5(FEENZRHBTEDEEICITAKAEEICLSD)CCPA1798.120 [HEVLMRHE SN -FE[A
Tr7IRDIEEREL THR DL TS ALY,

s ISV DTSZTAVEETSIAN—EFRE. TINAREESE

- ZOM HEENMENEROATRT OO ERE B - K R(signal) TEDELD

(1) Any privacy control developed in accordance with these regulations shall clearly communicate or
signal that a consumer intends to opt—out of the sale of personal information.
AIFAREWBARINBREITSA/N\—arvbO—)LIE HEENMAAFEROA T IOLOER
ZEAREI @A - TR (signal) TEDH D THITNIEAEBALY,

(2) If a global privacy control conflicts with a consumer’ s existing business—specific privacy setting or
their participation in a business’ s financial incentive program, the business shall respect the global
privacy control
BEEZ. JO—NILTIAN—asbA— LY, ARBEE(OY—EXRITOHEEEDBREFET 54
I\ —ER7E (business—specific privacy setting) 1z (IR FHN Ao T4TTOATSLADSMEFE
THEE *. JO—NILTSAN—a A= LEEBELIBRBEZENELIZTRIEESE,
but may notify the consumer of the conflict and give the consumer the choice to confirm the
business—specific privacy setting or participation in the financial incentive program.

BL.COBE. FTEXBX.COFFEEEERITEML, BV —EXTOT SN\ —REF L
B o T4TTOT S LEMERET HBIRKEZIRRT HENTES,

(e) In responding to a request to opt—out, a business may present the consumer with the choice to opt—out
of sale for certain uses of personal information
ZEXEFI AT IRDERANDRIGICENT, HEZICKHL BHEDREOENFRDRTDHA4
TrT7 T DB REEIRTTHIENTES, *
as long as a global option to opt—out of the sale of all personal information is more prominently
presented than the other choices.
BL. 2 THOEANBBROIRFTEEZFTRT I 25 0—N\IILA T EDRIRELIVBLBEIDKSICR
NI BDIEEEHET B,

(f) A business shall comply with a request to opt—out as soon as feasibly possible, but no later than 15

S [Fa—RIVTSANRY—arba—ILh, YREEB (DY —ERITOHEBEDBRET SN —RELFETIHE] L. HlziE.
SHEEND. Cookie MIAMNBELTIVEFALTWZIZEA D DOLT EHBTSIH TETD Cookie ZEMELIZIGEINEESA TS
EBbHNB, ZLT, ZDJ/AIZIE, BT T TE Cookie #FAT HIE(FNIEMBIATHEMBEMNEIFEALS) KRB ELTEIESH
5. BL. ZORIZRYTTYTRRICKYZFDERERERT S LIFTTEE (DK (Fl:TZDT T TOH Cookie FIALFEILLET N ? 1%
LB, T, TORBEEENFOTTIVEFRALLIELEBEICIE, 7TVEIMD Cookie FIANDEIEEZRDZAvt— ([ ~#4E%
FIAT BIZI& Cookie HMHETT , Cookie ZHNZLTHLNTT M ? NEES>TELINENSIETHASEFRAI 999.316(b)SHR)

% [EFEORERSEDBAEBRDOEFTATITIR] Chik., HlZIL. Cookie DFIABIZEALTE ZIX. EU O ePrivacy 3545 5 5 3 HIZHE K
Cookie DB EDRE BT DRIRIZKYITSIENAREE R OIS,
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business days from the date the business receives the request.

BEEL. ATRELARY RO ECELERZHER 15 EEA LRI A TR IRDFEKRICHELCAT
NIFEBELY,

If a business sells a consumer’ s personal information to any third parties after the consumer submits
their request but before the business complies with that request, it shall notify those third parties that
the consumer has exercised their right to opt—out and shall direct those third parties not to sell that
consumer’ s information.

EEEI HBEEOBEANEREZ. A T T7IREREINITGLARICE=ZEFICRTELGE . 2&%E
=FITHLGHBEDNT TN T ORIz EEBMLE=ENCNERRFELEV LI RLETNIEES
7’3:['\0 37

(g) A consumer may use an authorized agent to submit a request to opt—out on the consumer’ s behalf if
the consumer provides the authorized agent written permission signed by the consumer.
HEEIX. ATRTOMERE . HEENERALI-RE K (written permission)ZiZ2H LK AZELITS
ZEMNTED,
A business may deny a request from an authorized agent that does not submit proof that they have been
authorized by the consumer to act on the consumer’ s behalf.
BEXEHX REBEANREBEEOHEEZOAZRELGWVESICEIEZBRADORISEEIEETTES,
User—enabled global privacy controls, such as a browser plugin or privacy setting, device setting, or other
mechanism, that communicate or signal the consumer’ s choice to opt—out of the sale of their personal
information shall be considered a request directly from the consumer, not through an authorized agent.
FEEF. A—HYICKBTO—NIWTSAN—abB—IL B TS50 DTS5 AV FEIETI4/4/3
D—BRE.TNARAEREE) THOTHEENMENBFROBRTZA TR I 2EREZEM-RRT D
1% RICREBANICESEDTH>TE] REBADNSTIEGCHEBERANLODFERELTHRDOE TN
(FESE0, [#oT. COGE. FEKRFLERLTIASAN, ]

(h) A request to opt—out need not be a verifiable consumer request.
ATRTIRERIE. RAFERARELERTHIZEEZELLEL, [>T FEEIL. BFICRARERN
TELEWMGETLIRFEEFLELTELZ RG] %
If a business, however, has a good—faith, reasonable, and documented belief that a request to opt—out is
fraudulent, the business may deny the request.
BL. BHHZE. ATETIRERNGYTELICKDED (fraudulent) LIET HEEMEHAHIIHE. T
NEXELT S(documented) ZEFFHEL T, HEFAERANDXIEEIESTTE S,
The business shall inform the requestor that it will not comply with the request and shall provide an
explanation why it believes the request is fraudulent.
CDBE.BEHF. BEREICHL, AREBTDES LU HKFERNGYTELICLDILDELETHER
FEREBISEMLEZTNIEESEL,

Note: Authority cited: Sections 1798.135 and 1798.185, Civil Code. Reference: Sections 1798.120, 1798.135,
1798.140, and 1798.185, Civil Code.

§ 999.316. Requests to Opt-In After Opting Out of the Sale of Personal Information

TCHBREOHEFEA TN T OrERALURORFTERILT REE=H] 5 1 RECTE, DHEEBOFRZEANC 00 BLURIZHZEAANER
ERFLI-ETOEZEITH o= LML, 5B 2 RETIE, A TRTIOMERENIZEL BRI IFHEREDEANEBRZRTL-EZEHICR
Stz Th(F FEFANS. F 1 REFETRBLOBENHo-MSEERDONS, BEDETIE, BHRZHEANIRFTELTLE S
FE=FITHLTILEMLREFLDETRELFTETHS,

B (A TP IMERBENEZTRGHERTHILEELGNEH] RISHTMTIMERMIAICEDIDTHOTH BEZE~DHRE
FIET 221 T AROBEAEREFEREIZFRT D0 THEIRT 20T TEEL VRIANENALTHDEB DN D,
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§ 999.316. F SR 7 IONEDA TR

(a) Requests to opt—in to the sale of personal information shall use a two—step opt—in process whereby the
consumer shall first, clearly request to opt—in and then second, separately confirm their choice to opt—in.
(13 BMARBORBEZEICOVTONEAANFERDIRFTEDOA TR DFERBERRTRIE. RO ZERED FHi
[ZKBAITNIELEBAY,
< F 1B HBEELBARICHTIMM U DERETSS
- E 2K HEENZDATMM U DOEREIEEER T HIL

(b) If a consumer who has opted—out of the sale of their personal information initiates a transaction or
attempts to use a product or service that requires the sale of their personal information, a business may
inform the consumer that the transaction, product, or service requires the sale of their personal
information and provide instructions on how the consumer can opt in.

BEHIL HBENEANBROBRFEEATIT ULz, BABRORFGEEVHEST HE5] - NIE
(transaction)EFzIE B G - H—E RERBFLIETFALLIELTRIEE HEBZICZOEBEML., Bk
FIA T T B EICOVTHEBRIBET HIENTES, ®

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.120, 1798.135, and 1798.185,
Civil Code.

§ 999.317. Training; Record—Keeping
§ 999.317. BHE, &k

(a) All individuals responsible for handling consumer inquiries about the business’ s privacy practices or the
business’ s compliance with the CCPA shall be informed of all the requirements in the CCPA and these
regulations and how to direct consumers to exercise their rights under the CCPA and these regulations.
BEEDT 54\ —E75EH(privacy practices)FEf=I& CCPA ESFICE T HHEEENSDEEEFIEY
FTHLETDEIL, CCPA BLUFRRANLERITHEF I T IEFTHEDERNF EZEZHMSLEITNIEGSAE
LY,

(b) A business shall maintain records of consumer requests made pursuant to the CCPA and how the
business responded to said requests for at least 24 months.
EEFEX.CCPAICEDCHEENLDERBLUVINIZHT HEEEORIGICET HiLHRERIE 24
HARBRELZFNIELZRSEL,

The business shall implement and maintain reasonable security procedures and practices in maintaining
these records.

FEEI HHRERORFICEHLEEMLG LX) T —FH-EREZTHLETNIEESRN,

(c) The records may be maintained in a ticket or log format
FREREFRIE. FrubELERT “ORRXTRETHIENTES,
provided that the ticket or log includes the date of request, nature of request, manner in which the
request was made, the date of the business’ s response, the nature of the response, and the basis for
the denial of the request if the request is denied in whole or in part.

B [BRFEIZATRT I A T AV BB EITES 7 —R] HlZIE. T5IHTETD Cookie #EMNLTHRTE (FTRT7OREM) EL1=E.
Cookie FIANREL T TVEFRALLSETIIEENEESN TS EEDNS,

O FhyhFEIZOT] OF EZA 2 Weblio 5E TOS &(F, EITAVE1—20BEIKROC. Y—N—DF7 7t RARRLEEICELT., BEE
HRTAIETHD, £-1E. FOLSITLTERBFEINE=TFAILDIETH D, | FryrLRAED IT LOT—425F-EBOXTLEITY
—ILEBDHNIS,
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1E|L, WEFHyhEIZOY (21X ROIEE AR EFEINTITNITESEL,
kA
AR DFELE - WA (nature)
-FAKRAE
cBEFEICKLSHIGH
« ¥t It N & (nature)
ERO—FFEIEEHEETLESITHTHIEBT DR

(d) A business’ s maintenance of the information required by this section,
AREOWOINNIZEICEEFICLIVEEEN SORATEREADRIGICRDILKEETDOIEAANER
DRTFEIL CCPA IR IRADER EIEHEEINLELY, where that information is not used for any

other purpose, does not taken alone violate the CCPA or these regulations.

BL. HEBEANFHRISMMEOMELZDBMIZERASNENIEETM LTS,

(e) Information maintained for record—keeping purposes shall not be used for any other purpose except as
reasonably necessary for the business to review and modify its processes for compliance with the CCPA
and these regulations.

EEHE, [REO9.NDIEERRF BN THREFSNSEANIFHREZ . CCPA BLURRANZEZEFT
Az00TOCRETHAS LU HET S-HICEEMICRERIGAZFRE O BMICRIALTIEESHE
LY,

Information maintained for record—keeping purposes shall not be shared with any third party except as
necessary to comply with a legal obligation.

F-. BEXEB I ANRBOETFITRERIGEZRE, ChENMAIGAE=ZFLLRHFLTIELGLAE

LY,

(f) Other than as required by subsection (b), a business is not required to retain personal information solely
for the purpose of fulfilling a consumer request made under the CCPA.
EEEL. LEO)DHZEZRE. CCPA ITEDHEEZEDBERICELA-OIZOHENEHREREF -1
BFdoHILHFELLGLY,

(g) A business that knows or reasonably should know that it, alone or in combination, buys, receives for the
business’ s commercial purposes, sells, or shares for commercial purposes, the personal information of
10,000,000 or more consumers in a calendar year, shall:

EEXEEBRX NV EBETE 1 FRAULOBEAEHRZEXEEDOEEXBNTEZME. REF-IEEBMNTHE
BIALEFHLF-ITIEEMICEHBLELEE V. UL TOEIEES bﬁl‘fhli&b&uo
(1) Compile the following metrics for the previous calendar year:
AIE (BE) ICBALUTOHREREIT ST,
a. The number of requests to know that the business received, complied with in whole or in part, and
denied;
FATREE R D258 - Xt - XIS E T D45
b. The number of requests to delete that the business received, complied with in whole or in part,
and denied;
HlIBREER DEE K D Z58 - It - XIS E S D3

c. The number of requests to opt—out that the business received, complied with in whole or in part,

"N BETEM 1 TAULOBARREEEEOMEANTRE, MEFSHEANTRETSES] N THIIE 1 RETREME
B ITH> = BEMICIFT—ETO—A—HDHETEHTHA5. LML BEEMFIEERBM) TOREICITHEERANSOZELE
AIREND E TERFEICEATV Yo v —ELTOTRTIREAD Cookie RIEDLEENTD, £ HBEOBEAFRE. TOH
BEEEECHTELRT A RITHRDBEANERITH 2 ITHI U ENS (BER CCPA 140(c)B)) o i> T, KR/ EFLHR U T HAIRE
ELH5.
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and denied; and
ATETIRERDIERD 258 - w5 - S ISEE D 531
d. The median or mean number of days within which the business substantively responded to
requests to know, requests to delete, and requests to opt—out.
FR. BIBRB EUVF T LTI MERAD RIS E B #O P E{E(median number)

(2) Disclose, by July 1 of every calendar year, the information compiled in subsection (g)(1) within their
privacy policy or posted on their website and accessible from a link included in their privacy policy.
BE 7 A1 BETIC, LRBEHE. T54/1\—RYS—(FIzIEZRKR) O —hoDY 2o 5%) L THRTR
ERGIN

(3) In its disclosure pursuant to subsection (g)(1), a business may choose to identify the number of
requests that it denied in whole or in part because the request was not verifiable, was not made by a
consumer, called for information exempt from disclosure, or was denied on other grounds.

BEAHIL, LEE@MICESFRICENT, HAEZBRITOVTERAHERNTEGN L HEEN
LIzt D TGN E, FRRDOBINIEZETEHI L, TOMDIBITHIGE—EE (T EHIESLI-E
ROBHEREBTHENTED,

(4) A business may choose to compile and disclose the information required by subsection (g)(1) for
requests received from all individuals, rather than requests received from consumers.

EXEHF. L@ TEREINSFERICOVT HEE N 7L =7 HBEEINOZHELI-HHT
FE<ETOEAMB: 2KDFAEBINZEL-HHZRTLTLELL,

The business shall state whether it has done so in its disclosure and shall, upon request, compile and
provide to the Attorney General the information required by subsection (g)(1) for requests received
from consumers.

BEXEE, BEFARTEOLIICLENEMEREL. MEIERENERLIIGEICITAEEENYD
AIL=ZTINBEEIOOZELHHEHRELZTNIEGESA,

(5) Establish, document, and comply with a training policy to ensure that all individuals responsible for
handling consumer requests made under the CCPA or the business’ s compliance with the CCPA are
informed of all the requirements in these regulations and the CCPA.

HEEMNDS CCPA [TEDELRINTEFBERADRIEFETEEE(CLSD CCP EFEIELTHLTOE
M AFRAB KUY CCPA [CEALMELHMFBEROIENTELLSMHEAHHERTE - XEL-EFTD
&,

Note: Authority cited: Section 1798.185, Civil Code. Reference.: Sections 1798.100, 1798.105, 1798.110,
1798.115, 1798.120, 1798.130, 1798.135, and 1798.185, Civil Code.

§ 999.318. Requests to Access or Delete Household Information
§ 999.318. HHDEAEHROMARFERE-ITHIFREE

(a) Where a household does not have a password—protected account with a business, a business shall not
comply with a request to know specific pieces of personal information about the household or a request
to delete household personal information
EEEFFI MHFIIOVWTERE [V —ERITO/NRRT—FTRESNIZTHAD UGG E . tHH 2R
I HENERBADRRBEREIFEIBRIERICIGCTII SR,
unless all of the following conditions are satisfied:

BL. L TOL2TOEHINEI-ENDIHEEER

(1) All consumers of the household jointly request access to specific pieces of information for the
household or the deletion of household personal information;
HEADETOHEEEN LR THFICET AEANERORATRERE-ILHIBRBREITo-CE,

(2) The business individually verifies all the members of the household subject to the verification
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requirements set forth in section 999.325; and
EEENAHA 999.325 [CEDDIARAEREHFICRVDHFOLEBREICOVTHEIICAARERT
=&,

(3) The business verifies that each member making the request is currently a member of the household.

EXREN. FRESADRAEIHTOBRETHHIEEHELIZIE,

(b) Where a consumer has a password—protected account with a business that collects personal information
about a household, the business may process requests to know and requests to delete relating to

household information through the business’ s existing business practices and in compliance with these
regulations.

HEBENEEBIINRT—FRESNE=THIOUNEETHEE . BREFREE. Eﬂ?d)ji}ﬁ'c[%d)/ﬁ

AT—F-ID FTOEREROND]. XRARWVEFIZET ENFBRORTERE S VHIFREE
[CIECAHIEMTESD, @

(c) If a member of a household is a minor under the age of 13, a business must obtain verifiable parental
consent before complying with a request to access specific pieces of information for the household or the
deletion of household personal information pursuant to the parental consent provisions in section 999.330.
BEEHI HFC BEREOREEENDIGE ., HFICET AEANEROBATREFBEIRIZELS

BT, A#RA 999.330 [13 BERMDRKAFEF]IDRIEICEAT IR EITRVBRDREFFHITNITESA
L\o

Note: Authority cited: Section 1798.185, Civil Code. Reference.: Section 1798.100, 1798.105, 1798.110,
1798.115, 1798.120, 1798.130, 1798.140, and 1798.185, Civil Code.

[§ 999.319~ § 999322 (X5 1 REDEEMDALY, ]

Article 4. Verification of Requests
Article 4. HEE DA ANFER

§ 999.323. General Rules Regarding Verification
§ 999.323. KAFEZRDO—H[REI

(a) A business shall establish, document, and comply with a reasonable method for verifying that the
person making a request to know or a request to delete is the consumer about whom the business has
collected information.

BREEE HEENRATRERELIFHIBRBERZLIZIGEICEVWTHREEELNRAATHLIILERER
TE-ODEENLEAEEED . XEILLESFLAITNIEGESAL,

(b) In determining the method by which the business will verify the consumer’ s identity, the business shall:

EEEE. LRORAERAZEEDDHITHTZY, ULTOEREZESFLE TGS,

(1) Whenever feasible, match the identifying information provided by the consumer to the personal
information of the consumer already maintained by the business, or use a third—party identity
verification service that complies with this section.

AREALPRY | SHE B AR EL - AR AR F R (identifying information) B EEMNREBL TS HHE
BEEDOBEANFREBEEMmatch) T 5L, FlE. KEDHRELZETTELIE=ZFLRARERYI—ER

2HBENNRDT—ERETHVUNERTHHEOMHBFEANEROBTERR] “Where a consumer has a password-protected
account ..” THEMH, HEEBREDA 1 ABTHIUREE >TONIEHFOBEANEROBTELZERTEDLDEREHOLNS,
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(third—party identity verification service)®ZF|HT S &

(2) Avoid collecting the types of personal information identified in Civil Code section 1798.81.5,
subdivision (d), unless necessary for the purpose of verifying the consumer.
H)ITAIL =T MEEE G R {E & % (California Customer Records Act)1798.81.5(d)IZEHHFEFEDE A
B “(E. RAFERDE=-OITBLETHAEEERE. ChERIFEL TIEESALY,

(3) Consider the following factors:

BEEHIAANERIZBVLWT, LTOEEEZZELLGTNIELSAL,

a. The type, sensitivity, and value of the personal information collected and maintained about the
consumetr.

BEENRETHEBEEOANGTROELR. HMIt(sensitivity) 5 K UM fE(value)

Sensitive or valuable personal information shall warrant a more stringent verification process.
MG ENERE(IEEH LB ANERICET HFRICEALTIELY BB GARAERFHREIT
DT NIFESALY,

The types of personal information identified in Civil Code section 1798.81.5, subdivision (d), shall
be considered presumptively sensitive;
1798.81.5()IZEHDHTI)—DE NERIFHEMGEE ANEREL TR O FNITESELY,

b. The risk of harm to the consumer posed by any unauthorized access or deletion.

EREICHATRBRELIZHIBRFERDERINGEMEEICETHEEERANICESTDYRY,
A greater risk of harm to the consumer by unauthorized access or deletion shall warrant a more
stringent verification process;
EEEI.BERT7IVERDIVRINEEEIZEDTERTHNIEHSTE, KFUBEIZAAHER
LTk oY by (AE A=Y A

c. The likelihood that fraudulent or malicious actors would seek the personal information.

BYF EL(fraudulent) £ [EBEHDHEICKLDFERDATREME,
The higher the likelihood, the more stringent the verification process shall be;
BEEE. OO SAREEDORECIHS LB EARANERFREITHORETNIEGSEL,

d. Whether the personal information to be provided by the consumer to verify their identity is
sufficiently robust to protect against fraudulent requests or being spoofed or fabricated;
HEENMRHETOIRANERDO-ODEANERODABH. HYTFELDFEK(fraudulent requests)
F1z(F & (spoofed or fabricated)fFLLDE MM SRAEHERT 5 LTHIMNED,

e. The manner in which the business interacts with the consumer; and
EXENHEBLOYEYT HAE

f. Available technology for verification.

ARNHERRIZHI AR AR 1l

(c) A business shall generally avoid requesting additional information from the consumer for purposes of
verification.

8 [E=FARAREZ Y —E X(third—party identity verification service)] #RITIZxIF % KYC (know-your—customer) & &1 AML (anti-money—
laundering regulations)iRfll %, EM GBI HBELITIOICE=ZFMEE T IAARER T —EX, BB HAEDRHELUBFRT
D EDEANEHRE. BEAEZRE  EFEESHOTAEZEDOT—REDTYFUIRERERET 5 —E R, (%) Tony Raval "How To
Choose The Best ID Verification Provider For Your Business” Forbes, Dec 27

“ [HhY7+ =7 MEEREREE(California Customer Records Act)1798 81.5(d) ICEHHBEDEARR] LITOREY, CORWAI. T
DEIERT7 I RAEITRIL. CCPA1798.150 [HBEHIC &SR ERFEFERFMRIEITER 1 - HEBE 1 A&7=Y 100~750 FILDETEIE
EREFLFERLBIFLOTNREGZDBEANERTH S,

(A) BADT7—RF—LELLIEZDA =X LB LUSRIR—LEUTOO~V)DWT OO T—2EDHAEHE (BL, BEBRTE
= [FT—4h St E£ = IE M I(redact) SN TWVELMEEIZESD) o
) HERERS. () BGRFBSELIEHITHIL=TH ID Hh—FEE. (i) OEEZS. ILOIEI—FEBLLIETEYLA—FES
BEICEANTHIVADTIRRICBEG X1 T4a—F, 7O ERI—FFLZIE/RRT—FEDHMAEDHE. (v) BEEIER. (v) BE
REEER. Vi) BEADZRIEIFIASINS. MO OB EE (MO NLERINIz—EDO LRI T—2 (F5H. MIE., 115
Eg%E) (BERIAEMTH A RESMEVRYMBHMEIEITOSAIILOEEER)

BYATAVTHIADT I EADF=HD/INAT—R (F=EtEFXa)T—DER-|EE) E1—H LR (F=EA—ILTRLR) EDHEEE,
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FEEI RAELT. AANERD-O . HEEITEMTEANEREZERLTIIESEL,

If, however, the business cannot verify the identity of the consumer from the information already
maintained by the business, the business may request additional information from the consumer,

BL. BXEFE, BRICRALTVSERISHEEDRANERNERTELMES, HEE (BN TE
NFBEEKRT HIENTES,

which shall only be used for the purposes of verifying the identity of the consumer seeking to exercise
their rights under the CCPA, and for security or fraud—prevention purposes.

BL. BXEE. COEBMERZEZ. FREODRAANERE SV X1 )T —FEFEHLEODBHTOH
FALZTNIEESAEL,

The business shall delete any new personal information collected for the purposes of verification as soon

as practical after processing the consumer’ s request, except as required to comply with section
999.317.

EEHI HBEORBRIZGLEE. RAEZDO-HEMTRE LB AN IEFRERTAELZEYFEAOHI
HIBRLA TN IEASA L (BLAIRE] 99931 7D R RTEEFN MRS -OMBELIZEZR,

(d) A business shall not require the consumer or the consumer’ s authorized agent to pay a fee for the
verification of their request to know or request to delete.
EBEXEBFHEEFITOREBAIIKHL., BERBEREIFHIBREBERICEAL. KAEZEO-ODOFHH
FERLTESALY,
For example, a business may not require a consumer to provide a notarized affidavit to verify their
identity unless the business compensates the consumer for the cost of notarization.

B) FEXREFRL. ZOEREHEBICTHILDORBVLRY HERICAEEMNESEE #ik E(affidavitt DIR
HZEZERLTIIGEDEL,

(e) A business shall implement reasonable security measures to detect fraudulent identity—verification
activity and prevent the unauthorized access to or deletion of a consumer’ s personal information.

FEEIL, BYTELITAraudulent identity—verification activity) DFE R B LVHE S OB ANFHD HE
R R-HIBREHIETA-OEEBNEEX 1) T —HBEFELRITIIEXAESR0L,

(f) If a business maintains consumer information that is deidentified, a business is not obligated to provide
or delete this information in response to a consumer request or to re—identify individual data to verify a
consumer request.

BXREHE. EFHAE SN T=(de-identified);HEEDEANIFIRIC DV TRRBEREIFHIBREBREZ 11
BE. () BREREFAR-BIRT 52 &, T, (i) RAERDO-HBEHA LT S(re-identify) ZELEE
L7l

Note: Authority cited: Section 1798.185, Civil Code. Reference.: Sections 1798.100, 1798.105, 1798.110,
1798.115, 1798.130, 1798.140, and 1798.185, Civil Code.

§ 999.324. Verification for Password—Protected Accounts
§ 999.324. XA —RRESN=TH IV HIEE DR ANFERE

(a) If a business maintains a password—protected account with the consumer, the business may verify the
consumer’ s identity through the business’ s existing authentication practices for the consumer’ s
account,

BEXEI HEENBXEBELOB TR —FTRESNTHIVNEETH5HE. BRTHAVUED
BEFERREFHRID. NRAT—RFICL LRI ERON DI KYARANHEREZTICENTES,

provided that the business follows the requirements in section 999.323.
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BL. BEEIARRA] 999.323[ R AHEZRDO—ALRAI, 5 MDD EE. BMNFHROBRGFHIRIOHEE
[ZIF DI TIF R B,

The business shall also require a consumer to re—authenticate themselves before disclosing or deleting
the consumer’ s data.

FEFEE. BIC. BANEFROBER-BIRATCZ. JHEEIZHE B 2 #i2(re—authenticate) T 5 & 3K DT
P E A=Y A AW

(b) If a business suspects fraudulent or malicious activity on or from the password—protected account,
the business shall not comply with a consumer’ s request to know or request to delete until further
verification procedures determine that the consumer request is authentic and the consumer making
the request is the person about whom the business has collected information.

BEET, FRBERELIFHIBRERIZOVT, /SRT—FRESN=T7HOUMIEL (FfEHE&T

ﬁ’b/hh\b)mtﬁ'ib RETAEDNHLENRONDIGE . BICKAERFHRETUVHEZBERN
FEERTHAICEBLIVBEREDARAATHAHCLEHER T HFE T, B RITHLTIEALALY,

The business may use the procedures set forth in section 999.325 to further verify the identity of the

consumer.

BEAIL BLAARANEZEDO=HAREA 999.325[7HU U MERBEDRKANFERNZEHHF 4

STENTES,

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.100, 1798.105, 1798.110,
1798.115, 1798.130, and 1798.185, Civil Code.

§ 999.325. Verification for Non—Accountholders
§ 999.325. 7HIUMERBEEDRAHEER

(a) If a consumer does not have or cannot access a password—protected account with a business, the
business shall comply with this section, in addition to section 999.323.
BEXEI HEENBRELOB TR —FRESN-TAVEBLGWMEEFIEAZTHIUE
[C7 V'R TEGMESR . 999.323[ R AR O —RRAIDORE D, REIZHEDLLZITRIELESL,

(b) A business’ s compliance with a request to know categories of personal information requires that the
business verify the identity of the consumer making the request to a reasonable degree of certainty.
EXFF CHEENSBAANEROATI)—ICEALARBREZ TGS, TORERENERKATHSLZ L
A EEMNEEESEL > THEZE TESE T(to a reasonable degree of certainty)ZALIZIG U TIXAES AR,

A reasonable degree of certainty may include matching at least two data points provided by the consumer
with data points maintained by the business, which the business has determined to be reliable for the
purpose of verifying the consumer.

(COERFHEDOH) EHEEIZ 2 LLEDIEHR(data points)ZFIRHESHE . ChEBEENREBLARAERDT-
OIZEREELHHLFIT HIFEREBET 5L,

(c) A business’ s compliance with a request to know specific pieces of personal information requires that the
business verify the identity of the consumer making the request to a reasonably high degree of certainty,
which is a higher bar for verification.

BEHAI HEENOBEANFERBARDORREREZIT-15 BREDPARAATHSILEZESERNIC
RTXYBEDHEEM%EE>Tto a reasonably high degree of certalnty)ﬁﬁnﬂ'c%%)i'c;*blumL'C(iﬁ
By,

A reasonably high degree of certainty may include matching at least three pieces of personal information
provided by the consumer with personal information maintained by the business that it has determined
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to be reliable for the purpose of verifying the consumer together with a signed declaration under penalty
of perjury that the requestor is the consumer whose personal information is the subject of the request.
(BEOHERFHROH) HEEBIZ. RATHY EHRHSZEHRIIDFIZART (under penalty of perjury) &
DE L TEFLE (signed declaration) &&H(2, 3 FEFE L L D1EHR(data points)ZIZHIE . CNEFE
ENRELARAANEZROOIZEENELHLHLLETHRHMEBET HI L,

If a business uses this method for verification, the business shall maintain all signed declarations as part
of its record—keeping obligations.

BEEL. COFEEFRAWESE., [ARA 999317 IZEOSIRRRFEEFD—HMELTINDEEZE
FRELGTNIEGSEN,

(d) A business’ s compliance with a request to delete may require that the business verify the identity of
the consumer to a reasonable degree or a reasonably high degree of certainty depending on the
sensitivity of the personal information and the risk of harm to the consumer posed by unauthorized
deletion.

EXEBQ HEENOEDEANBROBIRBREZT-15E . HREANFROBMMES LU HEE
NEHRMNEIERE DFERIZKYHIBRESNIGEICRADNRYFIESOTREHEICIGL ., SEMNGHEE
HFELIIEEOHEREZL > THRTETHIETINITHLTIIESALY,

For example, the deletion of family photographs and documents may require a reasonably high degree
of certainty, while the deletion of browsing history may require only a reasonable degree of certainty.
) REEESFUVUFRIEICET SR F 1AV MDHEIRICOVWTIEEEMICEEDOHEENERIND,
—5.HEEREOHIRIESEMNGHEEETREY S,

A business shall act in good faith when determining the appropriate standard to apply when verifying
the consumer in accordance with these regulations.

BEEHI XARAICRIVVEEEDRAEREZITIOICHWSE LG ELEDREZEFHZEIZ(in good
faith ITH % TN IL7E5 40N,

(e) lllustrative examples follow:

UTICRANEROREDHZETT,

(1) Example 1: If a business maintains personal information in a manner associated with a named actual
person, the business may verify the consumer by requiring the consumer to provide evidence that
matches the personal information maintained by the business.

5l 1: BRBEX. BABERZRATD DL TLSEEDE A(a named actual person) &EBEE S+ +T
(associated with R E T HIGEE . HEEICHZEANFEREBESREELFEROIBHEROINIZKY K
ANEREITOIEMNTES,

For example, if a retailer maintains a record of purchases made by a consumer, the business may
require the consumer to identify items that they recently purchased from the store or the dollar
amount of their most recent purchase to verify their identity to a reasonable degree of certainty.
(B NEEFF EEEOBALEEZRELTVWSGE . HERIIC, FrombOEBALI-BRE
FIEERBASBEEZIRTIE. CNICKYEEBMNEHEESEZL O TARARER T HILENTES,

(2) Example 2-1f a business maintains personal information in a manner that is not associated with a
named actual person, the business may verify the consumer by requiring the consumer to
demonstrate that they are the sole consumer associated with the hon—name identifying information.
5l 22 BEEIE. AABEHRZTRATDO DN TLSEZEDIE A (a named actual person)&BEF1+T
(associated with) [ EfREL TULVELMES . AAFEZEDT-6 . HEEICLZBEANEFROE—DARANT
HAHAZEDFIAZE RO D EMNTE S,

For example, a business may have a mobile application that collects personal information about the
consumer but does not require an account.

B) BEEN. 7IVEECHEEDOBAABRENGT DINHERICT AV MEREERLLENS
PAN

Ao

The business may determine whether, based on the facts and considering the factors set forth in
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section 999.323, subsection (b)(3), it may reasonably verify a consumer

EEEL. BANOBEIHIENDOARRE 999.323b))EDI[RAEEDHEZERET IHIC
EEITREFIZEZZEL. UTOVWT D DAEICKY . SEMICEREORAERETIEN
TEONEMNZEHIEITES, ©

by asking them to provide information that only the person who used the mobile application may
know or by requiring the consumer to respond to a notification sent to their device.
cERFBICHL, BAZTITVERRALEZAANLZTN S TOSIERESREHIE
cEREBOTNARICEESN-BRICHIETEHEOIBERTHIE

(f) A business shall deny a request to know specific pieces of personal information if it cannot verify the
identity of the requestor pursuant to these regulations.
FEFEIE. XBRURONEBEREBORAEZNTELENVES . BABREBADORTREREZESLAZTNIE
YA A

(g) If there is no reasonable method by which a business can verify the identity of the consumer to the
degree of certainty required by this section, the business shall state so in response to any request and
explain why it has no reasonable method by which it can verify the identity of the requestor.

BEEL BREODARAANEREARAF TERINSIEERSTITOEENLGFEMNGIMEE . BEREICZD
BEGANDZOEBAZHRALGTNIEESAN,

If the business has no reasonable method by which it can verify any consumer, the business shall explain
why it has no reasonable verification method in its privacy policy.

BEEI HBEEAANER TESIABNLHENLRWNEES. T34\ —RUS—TEDERERHA
LT dizniiiy,

The business shall evaluate and document on a yearly basis whether a reasonable method can be
established.

EXEF, LEOSEMNLGAZERILTELROLELIZ, BFFELZOBREXELLLZTNEGRS
AN

Note: Authority cited: Section 1798.185, Civil Code. Reference.: Sections 1798.100, 1798.105, 1798.110,
1798.115, 1798.130, and 1798.185, Civil Code.

§ 999.326. Authorized Agent
§ 999.326. {CE A

(a) When a consumer uses an authorized agent to submit a request to know or a request to delete, a business
may require that the consumer do the following:
FEEE HEEIPBRATRBEREIFHBRBERERBAICKYEKRT 58 HEEICUTOEEEZRD
HIENTED,

(1) Provide the authorized agent signed permission to do so.
KEANIZERFEFRE K (signed permission)ZRfFF 5 &,

(2) Verify their own identity directly with the business.
HEEEHBOAANERZERSEELOMTITIC,,

(3) Directly confirm with the business that they provided the authorized agent permission to submit the

S RAFTZHIVFEBRLCLICRBLIA—PERFOXAER] HXE O F—LT7T)OI—FDIEEZTOREDT —LOKE (KA
LIS Z2R5IE. () EHBEE S IEEFAICEREINTWSIBEIC. TOEFBELETICITU2( L/SRT—R |%% SMS
(a—brvt—CH—ER)TEY, FNRANTEIEEZROZIEENEEINTNSEEDLNS, (N2 THSE) (KK TFIUA
a2a=45—33 X [TsMS 2BEF 1E1E 2]

42 / 50


https://www.smsnavi.com/kiso_certification.php

request.

REANEBRHERERERTUCEOERZERSERELORETITIC

(b) Subsection (a) does not apply when a consumer has provided the authorized agent with power of
attorney pursuant to Probate Code sections 4000 to 4465.
EERQ@DBEL. HEEHNRIEANIZES E(Probate Code)4000~4465 DIRTE (CHE>1=-FFREIRAL
=B EICITERINGLY,

(c) A business may deny a request from an authorized agent that does not submit proof that they have been
authorized by the consumer to act on their behalf.

EXFF REANKRBIERZAALLBVGES . ZOFERICHT IRMBEEETHENTESD,

(d) An authorized agent shall implement and maintain reasonable security procedures and practices to
protect the consumer’ s information.

REANF HEEOBAAFERERET IOSENLGEX 1T —HBEZBLETNEHLA
LYo

(e) An authorized agent shall not use a consumer’ s personal information, or any information collected from or
about the consumer, for any purpose other than to fulfill the consumer’ s requests, for verification, or for
fraud prevention.

REBAL HEBOBAABRFLITHEEEZEI OGS LLITEEFICODVWOF/NAILELERL. HEEN
REBANITROI-FZEEEDOREIT. RAFEREIIEERH LE(fraud prevention) A4+ D BRI THIAL T4
By,

Note: Authority cited: Section 1798.185, Civil Code. Reference.: Sections 1798.100, 1798.110, 1798.115,
1798.130, and 1798.185, Civil Code.

[§ 999.327~ § 999.329 [XFE 1 REDEEMSALY, ]

Article 5. Special Rules Regarding Minors
Article 5. REFEHICEET S48

Y [REFEOEHREBLERICHCLAGAE] (B3F)KREEREEKRNIHIL=TOI9F—REEIT~. BALEL HOFE
MisZEl B XTECH BfZarEa—4, 2020/02/27, CDEEEHTIE. A—HFITFENEENDT LSV DEEH—E X T, Google
EDOY—FRN—T4—ovFx—2FALTE—T T4 T LEETHHEDRIEHIZEBN LTS, Cookie T—REY—4 T EHRERM
FTHHDEELELEFCCPA LOTIRFENT 5, UTIEZZTRASATULSRIE A EEREL—IBELLD,
(€sirovp-301 1))
DD T Web YA MZFIEALT=1—HIZ Cookie BT B/\F—% RT3,
(INF—EHH) TR, BELEDVEENHLKIZH TR, COY A TIEESTDREEMDE LOT—4T 124 BHT Cookie ZHF
LET . FLLIETHSM Cookie RS —DR—UFETELEEN, F=, Cookie DIEFIEWVDTHERTEET , TDBEIE. THELDYY
IMSERBEVNLET . COYARRIEDTFAN—R) L —[FTELETEBLIZELY, |
2B EHEHIC. REZEBEANEHROAAFEDAIZ. BAER(Cookie ZE5L)DFIAB M. TS54/30—KS—, "Do not Sell ~"1J 9%
EGNC I
REBTHEEBHRO—DELT. A—FOEBRPLEEABEANSES,
@ANSNE=EHBN 13 BRB12RUT) DIHGE . BREDR—U T BELIIREBEORDEBDH. LD YbH—RFERIETE YRS
—RTEEBEHEOEREIC1 FILETZISRFELTELS (ORI RAURLTHATESLLSIZTHIEHTEE) . FRAIE
330(a) (2)b)
OAASNE=FEHA 13 HMUL 16 HMRB(5 MUT) DBESIFUTOZEEOFHICKYRBEBERADT TRAODEZEEF/DHGRAE
301(b))o
() BRAEOR—UT REBMOFBADOZICMEABRORTE (XH)EHAITH5FHRETIVVIESEL IFORTKRIZEY., BANEFERD
REEATRAL T 212D IERLTESS, [ 1 B HEENBAEICA TR OERETITL]

(IO HR—=DT, IThfzUIE. SO A TRAFBROF A B MEEEL. FAOBEABROKRSE (EH) ICRELET . D(FovoRyy
) +Submit KAV |FEDRRIZKY, BAAEROFAEMICRET 2FvIRVIRICA—FITFIvIEANTESS, [5F 2 BB H
BENTDT I DEBERRBREZET HIL]
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§ 999.330. Minors Under 13 Years of Age
§ 999.330. 13 BRMD KRR ESE

(a) Process for Opting—In to Sale of Personal Information

BENFBRDRTEDA T2 DFERFH

(1)A business that has actual knowledge that it sells the personal information of children under the age
of 13 shall establish, document, and comply with a reasonable method for determining that the person
affirmatively authorizing the sale of the personal information about the child is the parent or guardian
of that child.
FEEE. ZORFTTHEANERD 13 R BDFHOBABRTHLHIZEZHRIZEN > T S(has
actual knowledge)15 & . LA ANFERMOD RIS OVWTHEBUARELESETEEN. TOFHD
H-REETHAILEHRT H-ODEEMLEHEEED . XECLESFLATNIEESALY,
This affirmative authorization is in addition to any verifiable parental consent required under COPPA.
CDEBIIEEEIL. COPPAGERIREA L SA2 - TSAN—RER) ITEDEERIND[FHD
BEANFHROERG. MASLUHTOROIFEOREICMATERSIND,

(2)Methods that are reasonably calculated to ensure that the person providing consent is the child’ s

parent or guardian include, but are not limited to:

UTIC,. R-REETHLILOEENGHERAEDHZERT ¥

a. Providing a consent form to be signed physically or electronically by the parent or guardian under
penalty of perjury and returned to the business by postal mail, facsimile, or electronic scan;
BREERELEISETSE, ULTRLIIHLE®SH H5EHBIEDFEIZART (under penalty of
perjury) B DR T EYIEN - BEFHEBRMEREZFD IA—LTRHL. ChIZELSE. &
B, 270 2 FERIEBEFRAF oL file TREEFIRESEDHIE

b. Requiring a parent or guardian, in connection with a monetary transactlon, to use a credit card,
debit card, or other online payment system that provides notification of each discrete transaction
to the primary account holder;
FEEHLFHLEDOEERSI(monetary transaction)[ZEALTIX, ZOEEI[DZILWLI]IZFEHN T
WA -REZEDILOYM—R, TEYMI—FZOMA L AV REFETH>TEADEREIC
EIZZ DR FOERE E (primary account holder)[BEIMN TSNS EDE, B REZICFERTS
LIKRHBHIE,

c. Having a parent or guardian call a toll-free telephone number staffed by trained personnel;
B-REFICINFESNIESECT)—FA(VILTEESE DI L,

d. Having a parent or guardian connect to trained personnel via video—conference;
H-REBICINBIN-ELELTLERBIEHIL,

e. Having a parent or guardian communicate in person with trained personnel; and
H-REFICHNFESAESFELGEBTIASA=r— bS5,

f. Verifying a parent or guardian’ s identity by checking a form of government-issued identification
against databases of such information,
H-REEOESHERE. TOEDHRTIHIBFHITIDZZDEID DT —4R—REEEE
HdHIL,
where the parent or guardian’ s identification is deleted by the business from its records promptly
after such verification is complete.
BL.COGE. EXEE. B D 2. AANERETERELICEREOREMSHIBRLA TR
TEBTELN,

T REETHILOABMLGRER S EZOM] hisld. COOPA [ZEL FTC AH#REL TWSHELEHTH D, (B]) Complying with
COPPA: Frequently Asked Questions — A GUIDE FOR BUSINESS AND PARENTS AND SMALL ENTITY COMPLIANCE GUIDE(March 20,
2015), - H.VERIFIABLE PARENTAL CONSENT,- 4.How do I get parental consent?

44 / 50



https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa-frequently-asked-questions

(b) When a business receives an affirmative authorization pursuant to subsection (a), the business shall
inform the parent or guardian of the right to opt—out and of the process for doing so on behalf of their
child pursuant to section 999.315, subsections (a)—(f).

FEER, LR@QIRVEBHERDREFELES. B-REFITHL. KRR 999.315[F TR 7D
RI@-OIZHVNFEIZRHDYA TR 7O TEEEB LUV ZDOFHEBAMLE T NIXESAEL,

(c) A business shall establish, document, and comply with a reasonable method, in accordance with the
methods set forth in subsection (a)(2), for determining that a person submitting a request to know or a

request to delete the personal information of a child under the age of 13 is the parent or guardian of that
child.

EXEL, LREQ@QIZEHDFEICHL, 13 mRimDFEHDBENIFHRIC OV THRFBR T LHIFREE
RETOED. TOFHOBRF-IREETHAIEEHRT -0, SENLGHEZED. ChaXE
ELESFLA T NIEESRN,

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.120, 1798.135, and
1798.185(a)(6), Civil Code.

§ 999.331. Minors 13 to 16 Years of Age
§ 999.331. 13 B LLE 16 BERBDREEH

(a) A business that has actual knowledge that it sells the personal information of minors at least 13 and less
than 16 years of age shall establish, document, and comply with a reasonable process for allowing such
minors to opt—in to the sale of their personal information, pursuant to section 999.316.

FEEE. ZORFTTHEANBHRN 13 UL 16 MERBORREFTDEANFRTHLIZLLFIRIZEA-T
HY(has actual knowledge) N D ZDEANIEHREIRFT T 2O DA TAUERDBIGE . UREKRBEEN
AFRAN 999.316 [CHWA TRV EATH-OITHELGEENGHEZEZED . XELLESFLAE TN IELES
AN

(b) When a business receives a request to opt—in to the sale of personal information from a minor at least 13
and less than 16 years of age, the business shall inform the minor of the right to opt—out at a later date
and of the process for doing so pursuant to section 999.315.

FEFFI I3BRUL 16 BERFBORBEBFTNSATMMUDEREFRIHGE . ARKRBREBITHL. KR
B 999.315[A Tr7 I bDEERIRWVEBA T T IR TEL LS LV ZDHET B LG TNIERSA
LY,

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.120, 1798.135, and 1798.185,
Civil Code.

§ 999.332. Notices to Minors Under 16 Years of Age
§ 999.332. 16 MEKBDERBER IR HEH

(a) A business subject to sections 999.330 and 999.331 shall include a description of the processes set forth
in those sections in its privacy policy.
FEE(E, AR 999.330[13 HRBEDREEE DBRICKDHIRFTA T M 1FE =13 999.331[13 FLLE 16
BRBORBREEICEDRFEA TN VIDEREZTDEE . TDTSAN—RY—IZEREIZESD
BATRUIF RO FAZTEDEFNITESLN,

45 / 50



(b) A business that exclusively targets offers of goods or services directly to consumers under 16 years of
age and does not sell the personal information of such minors without their affirmative authorization, or
the affirmative authorization of their parent or guardian for minors under 13 years of age, is not required
to provide the notice of right to opt—out.

EXFF. ER-YVEXRDREOFNEE 16 RARBDHEEDHLTHHETHOTH. 13 RLULE 16
BRBEDHZEETERANDLELGEBHAREZ. BBRREOEE TR -REFOBEBMARE. ThTN.
JELIKEDANFERERTELGEVEE[THHEOZTHLZLRFTE LGV EEFIL(HRT T HIHE [Tb
ERRBBHRBERDIEENL. AT TOMEICDOWTEMT HILEELLL,

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.120, 1798.135, and 1798.185,
Civil Code.

[§ 999.333~ § 999.335 (X5 1 REDEEMDALY, ]

Article 6. Non—Discrimination

Article 6. ZFIDEIF

§ 999.336. Discriminatory Practices
§ 999.336. =RI{TAE

(a) A financial incentive or a price or service difference is discriminatory, and therefore prohibited by Givil
Code section 1798.125, if the business treats a consumer differently because the consumer exercised a
right conferred by the CCPA or these regulations.

BEWA LU TATE IS - F—ERDEERL. SHEED CCPA FITARRA LDERZEITREL
F=CEEBAELTERITONSZEICIE. ZRIF7%GH0DELT CCPA1798.125 [HEFRITHEZEHRET S5
DEIEEREFNI o T4TNKYEIESND,

(b) A business may offer a financial incentive or price or service difference if it is reasonably related to the
value of the consumer’ s data.
BEERIL BEUA T4 FELIKER-Y—ERDEENEEZDOEANBFROMIEICESEMIZES
ELTWAEE. ChERHTEHIENTE S,
If a business is unable to calculate a good—faith estimate of the value of the consumer’ s data or cannot
show that the financial incentive or price or service difference is reasonably related to the value of the
consumer’ s data, that business shall not offer the financial incentive or price or service difference.

BEEZ LUTOVWIT IO DHE . BFWI o T4TEIEM@E - —ERZREL TII AL,

®[ER974&] CCPABLUINMRAIE 336 &Y. BEEIHEBEITHLTRENA V2T FLIXEK - H—ERDER(T( o T4T
ENERETDIEE. UTOVT D DITAZITICEIL, CCPA EMZER | EAHINEILIN B ATEEMED$H H(CCPA1798.125(a)(1)ERD
nas,
(a) HEBEMNSOBEANBEROHIRR-ATTIREDER (TERD ICIELEWNMGE
(b) FERIZIELEDA LTI EDELZFDMDTFIBEIIELN (V—R-BI5| - —EXELL, HEE. FIVTL—FHF)ET 558
{BL. U TFTOWLWTIHDIHZEEZERS
() HNEEANBEROFA-BREFEHNA o TAITEDRBEICHELIZE FRAIZE 336(d)(2)F 2),
(i) UTOETOEEER-THEE [LHAL. CRIEEFLIEREIN—FILHATLNERDNS, ]
- HREANBFROFA-RFEFICLYBEENFTDS. HEFOEANBEROMIED S EAEFFHZE( good—faith estimate of the value of the
consumer’ s data) (MENEHROME{E L) ZEE TEHZEGRAIZE 336(b)

* ZDEFEREA VU TAIEDMEARE>TND L (REMBEENHH L) ERT EMNTEDIE GREIZE 336(b))
C TOHEEBE-EEAEZEED . AU TAIEDOEBABRICOVTERITHEZITEML TLM=CEGRAIZE 307(0)(5), 336(e))
46 / 50



SHEEOEANBROMIED A IEAFTEMEE(a good—faith estimate of the value of the consumer’ s data)
FHEETELEINMGES

- BENA L TATFEREE - Y—EXDEENHEZEDOENFROMIBEICEERMICEELTL
B EETRT (show) ZEMTELGLMGER

(c) A business’ s denial of a consumer’ s request to know, request to delete, or request to opt—out for
reasons permitted by the CCPA or these regulations shall not be considered discriminatory.
EEENHEEORR. BIBREIEA TR IMERANDXIIEE CCPA F-(EARKA EROOSNTHE
HTERTHEEERNEFAGEINTIEGSLAL,

(d) Illustrative examples follow:

UTFICHIZETRYT,

(1) Example 1- A music streaming business offers a free service as well as a premium service that costs
$5—per—-month.
A1 EEREZTEENBEOY—ERBLUVAZES FILOFEY—ERZRETIEHE,
If only the consumers who pay for the music streaming service are allowed to opt out of the sale of
their personal information, then the practice is discriminatory,
HEY—EXROI—YOMHMENBRORFTEATTOMTEERISE . CORBLIEIEFNNTHD.

unless the $5 per month payment is reasonably related to the value of the consumer’ s data to the

business.
BL. REE5 FILOXID  HEBDEANBERO[IRFEEFD]IEXEICL->TOMiELEERBEEE
NHEEEEREG

(2) Example 2: A clothing business offers a loyalty program whereby customers receive a $5—off coupon
to their email address after spending $100 with the business.
B 2. REMRTEEN. BREBAZEN 100 FILULELGS-BEDEFA—ILTRLRSETTS F
WDY—ROFRB®THOA(VILT—T AT S LEERT H5E.
A consumer submits a request to delete all personal information the business has collected about
them but also informs the business that they want to continue to participate in the loyalty program.
HEED. BANEFROEHOHIBREFRLIZA. BFIC. A VILT—T AT S L~ADS ML
THELEEEAICERAML,
The business may deny their request to delete as to their email address and the amount the
consumer has spent with the business because that information is necessary for the business to
provide the loyalty program requested by the consumer and is reasonably anticipated within the
context of the business’ s ongoing relationship with them pursuant to Civil Code section
1798.105(d)(1).
ZDIHE . FEEL CCPA1798.105(d(MXIIZHELY . BFA—ILTRFLREBARIET—HIZDOUT
. ZNoOMVILT—TOISLIRED-OVETHY. BEFLLUZHEELOBDOEED
(G FEMN B EBMIZ[ZODEEMNFETELILZERELT, HIREERTHIENTESD,
[ BEEX HEENOCERIN-ER - U—ERFHITEEELOBRGETOINEIEAERNMNESEYN
[CFREINDEENDOE R - H—ERFRETH-OIZ. BARBRIPLELIZFEZOHIREREE
BTED]

(3) Example 3- A grocery store offers a loyalty program whereby consumers receive coupons and special
discounts when they provide their phone numbers.
B3 BREGIED, BEBESHRERELBEICHL. /- RUBSLUHANES OOV ILT—
TS LERET HEE,
A consumer submits a request to opt—out of the sale of their personal information.
HEENZOBEANEROBRFTICOWTAHINTOREERLI,
The retailer complies with their request but no longer allows the consumer to participate in the
loyalty program.
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BRAEX. AT OMIEELIA, MV IIL T —T OIS L~ADS MG IEER L=,
This practice is discriminatory unless the grocery store can demonstrate that the value of the
coupons and special discounts are reasonably related to the value of the consumer’ s data to the
business.
BHEEEN, J—RUFIIFREI S OMED . HEEDOEANFROMEEICEEMICEELTLS
CEFEEATELVORY ., [BEESEV—RUREICETELOTICOTAITERMNTHS.

(4) Example 4: An online bookseller collects information about consumers, including their email addresses.
Bl 4-FSAEEN, BFA—ILTRLRAZETHEEDBEABERENBT D5,
It offers discounts to consumers through browser pop—up windows while the consumer uses the
bookseller’ s website.
BEEN. HEBICKDEIE Web A MRS, TSOHFDRYT 7T o4 RIICKYHEEEIZEIS]
TR,
A consumer submits a request to delete all personal information that the bookseller has collected
about them, including their email address and their browsing and purchasing history.
HEEN . EEV’RELEEAFR(BEFA—IILTFLA EEEBRE. BABRES) DLWMOBIREE
KLUT=,
The bookseller complies with the request but stops providing the periodic coupons to the consumer.
EEFHIBRFEXRICIE L=, EEAMI— RO BREHEBEE IR T 5T LEFLELT,
The bookseller’ s failure to provide coupons is discriminatory unless the value of the coupons are
reasonably related to the value provided to the business by the consumer’ s data.
EEICEDV—RUREE LI, 7—R DMIEAEEE OB NIEROME S ENGREEE L
LRY . ZRIFTH S,
The bookseller may not deny the consumer’ s request to delete as to the email address because the
email address is not necessary to provide the coupons or reasonably alighed with the expectations of
the consumer based on the consumer’ s relationship with the business.
BFA—IIWTRLRIFI—RREDI=HITHETIFEL, £, [FOI—RARE DO - D F|AE]
HEEOEXELOBRICE D (GEEMNEIFOHENTHINS, EEIX. EFA—ILTRLADHI
BREESRZESLTITELAL,

(e) A business shall notify consumers of any financial incentive or price or service difference subject to Givil
Code section 1798.125 that it offers in accordance with section 999.307.
EHEIL. CCPA1798.125 DX R EGDBENA o T4TELWERE - H—ERDERZIRILT 55
B AREN 999.307[BFHMA o T4T DBEMIHEL . ChEHEFICERISEMUZ TGS
LY,

(f) A business’ s charging of a reasonable fee pursuant to Civil Code section 1798.145, subdivision (i)(3),
shall not be considered a financial incentive subject to these regulations.
CCPA1798.145()(3)ZE I IRME RO ET-IFIEY IR LEBE DFERICH T DS EMFHB DS
(. RIRBN DIRFIR REZDBHENA 22 T4T EAHHELTIFESAEL,

(g) A price or service difference that is the direct result of compliance with a state or federal law shall not
be considered discriminatory.
BMELITERDEZZFZETFL-EENGHERELTOMEEITH—ERDERIL, ZRMNEEHIEZL
TIEEBALY,

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.125, 1798.130, and 1798.185,
Civil Code.
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§ 999.337. Calculating the Value of Consumer Data
§ 999.337. HEEDEAFROMEDHEE

(a) To estimate the value of the consumer’ s data, a business offering a financial incentive or price or
service difference subject to Civil Code section 1798.125 shall use and document a reasonable and good
faith method for calculating the value of the consumer’ s data.

FEE (L. CCPA1798.125 DIMHIM RELHEFRMNA o TATEFIEE - Y —ERADERERTET

AEE. HEET—ANMEZEET H5-HDEEBMAEERALTDAEEXEILLEITNIERSA

LY,

The business shall consider one or more of the following:

CDGEE.BXBFLUTO 1 F-RERDEREERBLAGTNITGESAL,

(1) The marginal value to the business of the sale, collection, or deletion of a consumer’ s data;
SHEZEOBANRRORSE . RGFELFBEIRICKYEEE N EON SR AMIE(marginal value),

(2) The average value to the business of the sale, collection, or deletion of a consumer’ s data;
HEBORANBRORSE. RGEFEIRICKYBEFENEON S FHHIEE,

(3) The aggregate value to the business of the sale, collection, or deletion of consumers’ data divided by
the total number of consumers;
HEBBOBRANBERORSE. RIGEFEIRICKYBEEZEEFENGEON LM E(ageregate value)ZHE
BHEO#HHTRU-E,

(4) Revenue generated by the business from sale, collection, or retention of consumers’ personal
information;
HEEOBANERORT . MEFE-IIRENLZEEXZEFINFDSIN Alrevenue),

(5) Expenses related to the sale, collection, or retention of consumers’ personal information;
HEBZORBRABRORSE. REF-EIRFICETLIER,

(6) Expenses related to the offer, provision, or imposition of any financial incentive or price or service
difference;
BEWA LTI E Mm-S —ERDEEDIRT- RS- ERICETSEH,

(7) Profit generated by the business from sale, collection, or retention of consumers’ personal
information; and
HEEOBANERORSE . MFFELIIREBICKYBEENFLHE(profit),

(8) Any other practical and reasonably reliable method of calculation used in good faith.
ZD M, EFHNDOEEMICIEE TS O TDMDEES L,

(b) For the purpose of calculating the value of consumer data, a business may consider the value to the
business of the data of all natural persons in the United States and not just consumers.
EXEEIHEEOEANFROMEZEET HICEHY. HEE AN IAHIL=_TMHEEEIZITTEL
2RODETOEADBEANERDEEFICE>TDMEEEZEET HEMNTES,

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.125, 1798.130, and 1798.185,
Civil Code.

[§ 999.338~ § 999.340 (X5 1 REDELEEMDALY, ]
Article 7. Severability
Article 7. S BETTRETE

§ 999.341

(a) If any article, section, subsection, sentence, clause or phrase of these regulations contained in this
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Chapter is for any reason held to be unconstitutional, contrary to statute, exceeding the authority of the
Attorney General, or otherwise inoperative, such decision shall not affect the validity of the remaining

portion of these regulations.

KPR EOWTNODEEN. BEFLITZERICERTHIE. MALEREDEREBA S5 LD
DEHTE(inoperative) L¥I BTSN T-I5E . BEXFIMT(E. AR LD DREDE I ELLZL
1LDET B,

Note: Authority cited: Section 1798.185, Civil Code. Reference: Sections 1798.105, 1798.145, 1798.185, and
1798.196, Civil Code.
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